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Abstract. Physical unclonable functions are not easy to integrate into
cryptographic systems because they age, and are sensitive to environmental
interferences. Excellent error correcting schemes were developed to handle
such drifts, however the computing power needed at the client level can leak
information to opponents, and are difficult to deploy to networks of ultra-low
power Internet of Things. Response-based cryptography methods, which are
server based, use search engines to uncover the erratic keys generated by the
physical unclonable functions, minimizing the consumption of electric power at
the client level. However, when the defect densities are high, the latencies
associated with search engines can be prohibitive. The statistical analysis
presented in this paper shows how the fragmentation of the cryptographic keys
can significantly reduce the latencies of the search engine, even when error
rates are high. The statistical model developed, with Poisson distribution, shows
that the level of fragmentation in sub-keys can handle up to 15% error rates.
The methodology is generic, and can be applied to any type of physically
unclonable functions with defects in the 15% range, or lower.

Keywords: security primitives, internet of things, physical unclonable
functions, error correction.

1 Introduction

Physical Unclonable Functions (PUFs) [1-7], have been developed to provide
additional layers of protection to cyber physical systems, in particular for access
control. They act as the “fingerprints” of microelectronic components, and of the
internet of things (IoTs). PUF were successfully introduced with logic gates to
protect field programming gate arrays FPGA[8]. Since then, PUFs have been
successfully designed with static random access memories (SRAMs) [9], a component
available in most electronic devices. However, such solutions are not always tamper
resistant; PUFs are designed with Dynamic RAMs [10], flash memory devices [11-
12], Resistive RAMs [13-16], and Magnetic RAMs [17-18]. PUFs provide excellent
authentication, and access control solutions, without the problem associated with key
distribution. They are more difficult to use as cryptographic keys, because PUFs are
subject to aging, temperature drifts, electromagnetic interactions, and various
environmental effects [19]. Typically, these effects produce 2-10% error rates
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between the initial readings of the PUFs that are stored as references during
enrollment cycles, and the responses generated by these PUFs. The work presented in
this work is agnostic about the selection of a particular type of PUF. SRAM PUFs
were used because they are widely available, and relatively easy to design.

Error correcting (ECC) algorithms can correct most of these errors, and generate
usable cryptographic keys from the PUFs with low false reject rates (FRR), as single-
bit mismatches are not acceptable [20-21]. Methods such as the ones using Polar
codes have been successfully implemented [22-23]. Other methods such as those
using fuzzy extractors are extremely powerful, they can correct PUF responses to
generate reliable keys; however some IoT devices may not have enough computing
resources to run such codes [24-25]. In several cases, helper data [26] is generated
upfront by the server, from error free keys stored in look up tables, to “help” the client
device accelerate error correction schemes. The length of the helper data has to be
increased when the PUF error rates are high.

Response based cryptographic (RBC) methods have the potential to eliminate the
need to use error correction at the client level, as it generates cryptographic keys
directly from the un-corrected responses of the PUFs [27-28]. This technology relies
on the implementation of efficient search engines, driven by secure servers, which can
uncover the keys extracted from PUF responses by the client device. With 256-bit
long keys, RBC search engines can uncover keys with up to 1% error rates. The
elimination of the weaker cells of a PUF during enrollment cycles [29-30] can reduce
the error rates below 10-4, which is low enough for a reliable RBC implementation. It
has also been suggested that the fragmentation of the keys into sub-keys can expand
the applicability of RBC in the 15% error range rate [31-32]. Key fragmentations can
reduce the latencies of the RBC search engine at high error rates, but adds complexity
at low error rates. It is therefore desirable to use key fragmentation only when needed.

The objective of the work presented in this paper is to provide a statistical model, and
to optimize PUF response based cryptographic schemes at various levels of error rate
and fragmentation. Section 2 provides the background information describing error
correcting methods, and the response based cryptography needed to be able to exploit
PUFs as generators of cryptographic keys. In Section 3, a statistical model of RBC
latencies under various conditions is developed. The effect of the level of random
defects present in the PUF responses on RBC latencies is analyzed for 256-bit long
keys. After presenting methods to fragment these keys into sub-keys, the impact of
the level of fragmentation on the RBC latencies is analyzed, with the objective of
developing predictive tools. An experimental validation of the suggested models is
presented in section 4. The measurements based on commercially available SRAM-
based PUFs greatly validate the accuracy of the statistical models when the defect
densities are large enough to necessitate RBC searches exceeding 100ms. Finally, we
are concluding, presenting how RBC has the potential to become mainstream, to
generate defect free cryptographic keys from PUFs for networks of low power IoTs.
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2 Background Information

2.1 Error correction methods for PUFs

An example of architecture is shown in Fig. 1. The server downloads the “images” of
the PUFs into look up tables during initial enrollment cycles [1]. The term “image” of
the PUF is generic, and will have a different meaning for each PUF. In certain cases,
the image stored in the server will be a set of challenge-responses describing the PUF.
In this study, the image stored in the server is the set of preferential states of each cell
of the SRAM memory array, zero or one, after repetitive power-off-power-on cycles.
The “handshake”, is defined as a set of instructions generated by the server to
independently find a particular address in the PUF, and concurrently read the same
256 cells on each side [29]; the keys generated from the PUF can contain errors. Each
handshake could point to different addresses, and new keys. Hashing functions and
multi-factor authentication are described in [30] to protect the handshake protocol. In
the architecture shown in Fig.1, the server generates the helper data [26] from the
keys generated with the look up tables, and the ECC engine. The transmission of the
helper is often protected by other cryptographic schemes. The client devices correct
the keys generated from the PUF, with the helper data, and error correction schemes
such as fuzzy extractors [24-25]. The helper data is usually as long as the keys to
correct. This method consumes computing power at the terminal level, which may not
be available for certain IoT devices. Error correcting methods can also leak
information to the opponents through side channel analysis.

‘Server «- Handshake —> Client

Instructionsl | Instructions

Image of
the PUF e ol

| @? ﬂ-ﬁ Encryption Cipher decryption > It_g( ?
e y e )

Fig. 1. Example of PUF-based architecture with ECC. The keys generated from look up tables
by the server differ from the ones generated from the PUF. The server send helper data to the
client device, which uses ECC to retrieve the same key.
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2.2 Response based cryptography

An architecture similar to the one presented §2.1, with RBC instead of ECC is shown
in Fig. 2. After each handshake, both communicating parties independently generate
their keys, the one extracted from the PUF contains errors. The client uses its key K’
to encrypt a user ID, for example with the Advanced Encryption Standard (AES), and
send to the server the cipher text E(ID;K”). The RBC engine, compares this cipher
text with E(ID;K), the cipher text generated by its error free key K. Both cipher texts
are different unless the two keys are identical. The purpose of the RBC engine, which
is described below, is to find in an iterative way the key generating the same cipher
text E(ID;K”), thereby uncovering K’ [27].

r ~ 7 3
Server «- Handshake —3 Client
Instructions | Instructions

| f |
the PUF PUF
Key’
5 G - 51
e ' J

Fig. 2: Example of PUF-based architecture with RBC. The client device encrypt its user ID
with its key K. The RBC engine retrieve this erratic key from its key K, and E(ID,K’).

The starting point of the algorithm used by the RBC search engine, as shown in Fig.
3, is the key K extracted from the image of the PUF, and the cipher text E(ID,K”),
which is openly transmitted by the client device. If the key K’ is at the hamming
distance “a” of K, the RBC has to test first all possible keys with Hamming distances
of i from K, with i € {0, a-1} by generating ciphers with each key, and comparing
them with E(ID,K’). The server repeats the process within the sphere of Hamming
distance a. For 256-bit long keys, the number of possible keys located on this sphere
is (226), which is very large when a is greater than 4. The RBC is limited to PUFs
with low defect densities, its latency becomes excessive when a is greater than 4, for
256-bit long keys, which correspond to a defect density of only 4/256=1.5%. The
value of the combination (2i6) is 1.75 108, if each matching cycle takes 1 ps, the
RBC latencies are in the three minute range, which is not acceptable. In this protocol,
the cipher text E(ID;K”) is transmitted through unsecure communication channels,
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however, this is secure with cryptographic protocols such as AES-256. The only way
to uncover K’ is to possess an image of the PUF. Previous work presented how the
fragmentation of the keys expands the applicability of RBC to higher defect densities
[31-32], however it is desirable to minimize the level of fragmentation to reduce the
computing power at the client level; this is the objective of this work. The RBC
scheme could be sensitive to potential serious bias due to the lack of robustness of
complex networks under attacks [33], which could add errors to the handshakes, and
the cipher texts transmitted by the client devices. Mitigation of such attacks should be
comprehended in a final implementation of the RBC. The inclusion of redundant
correcting schemes is an example of possible remedy.

4 N
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Fig. 3: Graphical representation of the RBC engine. The starting point is the key K generated

from the look up table. The iterative search is looking at the key K’ with Hamming distance “a
from K, by matching the ciphers.

3 Modeling the latencies

3.1 Effect of random defects on RBC latencies

The RBC matching algorithm compares the cipher text sent by the client device
E(ID,K’), with the cipher text computed by the server. The cipher text of the client
device is computed with the key K’ directly generated from the responses of the PUF.
The initial cipher text of the server E(ID,K), is computed with the key K generated
from the image of the PUF that is stored in the look up table as reference. If the two
ciphers are different, the server generates the 256 cipher texts from the 256 keys
having a Hamming distance of one from the PUF challenges, and compares them to
the cipher text transmitted by the client device from the responses.
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The process is iterated with keys having higher Hamming distances to find the
matching cipher. If the 256-long keys contain exactly X errors, and the latency of one
encryption and matching cycle is To , the average latency L¢x,1,256 of the RBC search
is given by:

Lexi2so = [Xi26 (35°) - % BN =3 () ©)

For example if X =4
L1256 = To + To(zi6) + 10(236) + To(2§6) + ? (226) )

=2 (%%) =8.74107 7, 3)

Using (1), the average RBC latencies Lx,1,256), L(x,1,128), Lcx,1,69), L(x,1,32, and Lx,1,16)
are computed, and summarized in Fig.4, as a function of the number of error X per
key, with an assumption that 1o = 1us. In the experimental work, we use generic
AES-256 to generate the cipher texts from 256-bit long cryptographic keys, which has
a latency of 500ns with PC powered with quad-17 chips from Intel.

(= safe ~ Notsafe
5 : > > :
X erfor L(X,1,256) erflor L{X,I,JZB) erfor L(X,I,SA) erfjor L{X,1,32) erfor L(X,I,IG)
1 | 39| 1364 | 78| 64E5 |156| 3065 | 312 | 1.6E5 | 625 | 8.0E-6
2 | 78| 1762 [156| a1e3 [312| 163 | 625 ] 2864 | 125 ] 60Es
3 [ 117 14 234 | 18E1 |469| 21E2 | 938 | 3.0E3 | 187 | 4.0E4
a | 156| 9.0E1 |312 5.1 6.25 | 35E1 | 125 | 2.3E2
5 | 195 | aae2 [3o01| 142 [781] 44 | 156 14E1
6 460 | 28E3 |938| aser | 187 | 7.0€E1
7 109 | 3.9E2 NA: error rates
8 125 | 2.9€3 out of range

Fig. 4: Average RBC latency with various X’s, and key size.
With 256 &128-bit long keys, the latencies with X greater than 5.
With 32 &16-bit long keys, the cryptography is exposed to brute force attacks.

The RBC algorithm is efficient when the error rates are small enough. The latencies
of the RBC search engines are too slow to process PUFs with error rates higher than
1%, which is the case of most PUFs without other correcting methods. The RBC
search fails when the latency exceeds a time limit. In this implementation, the server
rejects the authentication of the client device when the latency exceeds 10s, and
initiates a new handshake. If the false reject rate FRR at each cycle is below 1%, and
three attempts are judged acceptable, the cumulative FRR is below an acceptable 1
part per million (1ppm) level. The maximum acceptable level of defect X for the RBC
with 258-bit long keys is 3, which is acceptable with PUF technologies showing low
defect rates. The SRAM-based PUFs used in the experimental section of this paper
have defect rates below 10 when the fuzzy cells are removed from the distribution
during the enrollment cycle. The RBC scheme in this simple form is not applicable to
mainstream SRAM-based PUFs having error rates in the 2-10% range.
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Fig. 5 is a set of graphs showing the value of the average RBC latencies Lex,1,256% at
various numbers of errors X with key lengths of 256/k, in which k is respectively
equal to 1, 2, 4, 8, and 16. Shorter keys have average RBC latencies that are much
lower at equivalent error rates. For example, the RBC searches are always below
100ms with 16-bit long keys. However, these shorter keys are not secure enough

against brute force attacks.
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Fig. 5: RBC latencies Lx,1,256m as a function of X, and various key length:
256-bit (k=1), 128-bit (k=2), 64-bit (k=4), 32-bit (k=8), and 16-bit (k=16).

3.2 Poisson distribution for RBC latencies

For a given defect density, the number of bad bits vary key to key. Using Poisson
distribution, with a density of error D, and a 256-bit long key, the coefficient A=256D
is used to calculate the probability Pi(X) to have X erratic bit in the key:

PiX)=e* ’% 4)

For example if A = 4, the probability Pi(X) versus X (x-axis) is represented in Fig.6:

PA(X)
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Fig. 6: Poisson distribution P3(X) when A = 4.
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When Max(7) of X is defined as the value of X with meaningful probability to occur,
the average RBC latency A,1,256 for the coefficient 4 , and the average defect density
D=J/256 affecting 256-bit long keys is given by:

A@,1,256 = To Zﬁ:g’ax(l) Pi(X) . Lx,1,256)

= o DI @ LI () - 3O

_ 0 «X=Max(1) 2 X 256
iy Zx=0 LA ( p'e )

®)

The value Max(7), with L varying from 1 to 6, is shown in Fig.7. The parameter A
is a real number while the value of X, and Max(4) are natural integer numbers.

04 4P(X)

0 ¢P(X)

A=1

0 1 2 3 4 5 0 1 2 3 4 5 6 7 8 9 0N 128

o300 4 P(X) o +P(X)
2 A=5
0225 0.15
01450 0.10 k= 1n
0075 0.05
0.000~4 000 X

4 &

Fig. 7: Distribution Px(X) with A= 1,2, 3,4, 5, and 6.

4 Fragmentation into sub-keys

To reduce the latencies at higher error rates, we propose the fragmentation of the keys

generated by the PUF into sub-keys, also 256-bit long, which are padded with random
numbers.

4.1 Padding of the sub-keys
In a fragmentation by two, the first sub-key is generated by keeping the first 128 bits

of the 256-bit long key generated by the PUF, filled with a 128-bit long pad
containing no errors. The last 128 bits of the PUF, also combined with a 128-bit long
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pad, generate the second sub-key. Statistically, the two sub-keys show error rates that
are half those of full key error rates. In the RBC scheme, the client device sends two
cipher texts generated by the two 256-bit long sub-keys. The RBC search engine can
process the resulting two ciphers much faster to find the erratic key generated by the
PUF. In a fragmentation by k € {2, 4, 8, 16}, the first sub-key is generated by
keeping the first 256/k bits of the key generated by the PUF, filled with a (256-
256/k)-bit long pad containing no errors. The subsequent & sub-keys are generated in
a similar way. Such a method is shown in Fig.8. The use of padding is widely adopted
in many cryptographic schemes to enhance entropy [34]. The padding technology is
of prime importance to be able to safely fragment the keys into sub-keys of equivalent
strength, however, it is not part of the work presented in this paper, to study the
effectiveness of various padding methods.

In the prototype developed here, the padding schemes are secretly shared between the
communicating parties during the handshake cycles. The server XORed 512 randomly
selected the position of the ternary states of the image of the PUF with the message
digest, which is a result of the hashing of a salted random number. The salting
technology is implemented with multi-factor authentication. This 512-bit long data
stream is needed by the terminal device to eliminate the fuzzy cells of the PUF, and
cherry pick the most stable cells of the PUF. The data stream is called a mask. Out of
the 512-bit long mask, a 128-bit block is generated to pad the first 128-bit long sub-
key, thereby resulting with a full 256-bit long key, in which only 128 bits can be
impacted by an erratic PUF. The salted message digest changes during each
handshake, and is kept secret. The fragmentation proposed in this paper is agnostic on
the preferred padding technology, as long as it is error free, and contains enough
entropy.

No fragmentation — One 256-bit key:

1 64 65 128129 192193 256 |

Fragmentation by two -Two 128-bit keys: ””: Error free pad

1 64 65 128 1 |
129 192193 256 |

Fragmentation by four — Four 64-bit keys: 7 Error free pad

<

1 64
65 128

129 192

193 256

Fig.8 : Use of padding for key fragmentation.
The padding use secret information exchanged during the handshake cycles.
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4.2  Statistical considerations for the key fragmentation

The parameter Ag,x256) is defined as the average latency to find the matching keys with
RBC, a Poisson coefficient &, a fragmentation by k sub-keys, and 256-bit long keys.
Each sub-key are filled with error free padding to form 256 keys. The average density
of error per sub-key is D’ = % ,D , with D being the average defect density observed on
256-bit keys before fragmentation. However, the average defect density affecting the
fragment of the sub-keys generated by the original key is still D. Therefore, the
coefficient of Poisson per sub-key is: A’ = Mk. The corresponding distribution of
probability P;(X) given by (4).

To estimate the average latency Ag,x256 for a group of e handshakes & with h € {1, e},
is assumed that after handshake A, the k sub-keys Ki)n, with i € {1, k}, have each a
number of errors h(i), which is following the distribution of Poisson with the
coefficient k. The RBC latency J)n of handshake 4 is given by:

_vi=k _ _ wi=k ryi=hQ) (256/k\ _ 1(256/k
T =Xi27 Lonip1,256m = Todii—g [Z§=0 : ( ]-/ )—5( h(,-/) )]
~ 0 i=k j=h(i) (256/k
N?Z%:l [Z;':O : ( h(ié )] (6)

The average latencies Auk256 for the group of e handshakes are summarized in
Table 1, and given by:

1 he 1 whee wic
Aa,k,256)=;Zﬁ=‘i Thn= ;Zﬁ;i YK Lowazsom

_vi=k 1yh=
=221 ; Xh=1 Loiizsem (7

When e is large enough, the k terms describing the average latency if the sub-keys Ki,
with i € {1, k}, of (7) are equal, and described by the Poisson distribution of (5):

1 op=
- Zﬁ;ﬁ La,1,2560) = Agm,1,256%%) (8)
Table. 1: Average latency of k sub-keys, after e handshakes.
Sub-key
Hand
shake K1 Ki Kk Sum
—yi=k
1 L(l(l),1,256/k) L(l(i),l,zss/k) L(l(k),1,256/k) I)=2icq L(l(i),l,zss/k)
— \Vi=k
2 L (31),1,2560 Li,1,2560 Lopgszssm  |TD2=Liz1 Lizi,1,256/00
— \Vi=k
h Linia),1,256/0 L i, 1,256 Ling1,256m0  [TI0= 2ic1 Liniy 1,256/
— \i=k
e L e1),1,2561 L e, 1,256 Leggszssm | T)e=Liz1 Lie(iy 1,256/
h=e h=e h=e h=
Sum Y521 Ly s,056m) -+ [Zh=1 Lo g 25600] = [Eh=1 Lingg, 1256 h=1 Tn
Av. Ak, 1,256/6) Ak, 1,256/) Aosrzsery | Ankase=KAnsia,256/0
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With Aaai1,256 been the RBC search latency of a 256/k bit long key with a
coefficient of Poisson A/k, and without fragmentation. Eq (7) can be written as:

Aoi2s9=k . Aomi,2s6m 9)

It is assumed that X=Max(4/k) is the highest number of error per 256/k bit long
sub-key, with the meaningful probability to occur, following the distribution Puk(X),
and with the coefficient A’= A/k. The average latency A,k 256 can be written as:

=Max(3/k i—x (B8 1(%8
Agi259 =k ToY ey XA Puk(X)[zzzi,‘( k ) - E( k )] (10)

With Poisson distribution, this is written as:

256 256
_ X=Max(A/k) 5> A% @i=x (5= 1(=2
A k250=k To)y_q elf[ i=0 )zl % )]
ko CX=Max(A/k) 4 &% r256/k
~ > Tx=o e X!( ) (11)

4.3 Effectiveness of the key fragmentation

The effectiveness n of a fragmentation by k is given by the ratio of the latency before
and after fragmentation:
n= Aar1zel k Aomizsem (12)

The effectiveness is summarized as follow:

e The average defect densities of each sub-key after fragmentation is D/k. The
coefficient A is k time lower than A, which pushes the entire Poisson population,
including X= Max(A/k), toward smaller values.

e The portions of the sub-keys for the RBC search with errors are k times smaller.
The RBC latencies are computed with factors proportional to (25?/ k)
Versus (2?6), which are much lower.

e The incorporation of a multiplication by k on (7) and (8) has a small impact,
unless the defect densities are extremely small.

4.4 Predictive model

Equations (10) and (12) are appropriate to model RBC average latencies, as a function

of the defect density A, and the level of key fragmentation k. The Poisson distribution

at various level of defects is summarized in Table 2. The average latency as computed
in Fig.5, allows a rough estimate of the expected RBC average latencies:

e  Without fragmentation, k=1, the RBC probability P(X>3), in color in Fig. 11, is
approximately 2% when A=1; 15% when A=2; and 40% when A=3. The latency
for P(X=3), see Fig.6, with To=1ps is close to one second. Assuming that the
acceptable latency is 10s, and that the location of the defect density follows a
Poisson distribution the maximum acceptable defect will be around A=2, a defect
density D=2/256 of about 1%.
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e  With a fragmentation by two, k=2, the RBC latency for P(X=3) is 10 times lower,
and the latency for P(X=4) is below ten seconds. The defect density of A=2, is
D=2/(256/2)=1.6%, and the maximum acceptable defect density is about 2%.

e With a fragmentation by four, k=4, the RBC latency for P(X=5) is below ten
second. The defect density of A=3, is D=3/(256/4)=4.6%, and the maximum
acceptable defect density is about 6%.

e With a fragmentation by eight, k=8, the RBC latency for P(X=7) is below ten
seconds. The defect density of A=5, is D=5/(256/8)~15.6%, and the maximum
acceptable defect density is about 16%.

With a fragmentation by 16, k=16, the RBC latencies stays below ten seconds. The

scheme should be able to handle any defect density.

Table. 2: The color code of the table is showing when a given fragmentation results in RBC
latencies below 10s; gray for k=1; orange for k&=2; purple for k=4; blue for k=8 and 16.

P(X) % A=1 A=2 A=3 A=4 A=5 A=6
X=0 37 14 5 2 0.6 0.2
X=1 37 27 15 7 3.3 1.5
X=2 18.4 27 22 15 8.4 4.5
X=4 6 18 22 20 14 9
X=4 1.5 9 17 20 17.5 13
X=5 0.3 3.6 10 16 17.5 16
X=6 1.2 5 10 15 16
X=7 0.4 2.2 6 10 14
X=8 0.8 B 6.5 10
X=9 0.3 1.3 3.6 6.9

X=10 0.5 1.8 4.1
X=11 0.2 0.8 2.2
X=12 0.3 1.1
X=13 0.1 0.5
X=14 0.2

A simplified model is proposed based on (9), to estimate the average RBC latencies
for integers A=1, 2, 3, 4, and 5, and with k=1, 2, 4, 8, and 16:

Aor2s=k . Aomi2sem= k ? (252/ k) (13)

These estimated RBC latencies Agk2s56), as a function of the defect densities
D=M\/(256/k), are plotted in Fig.9.
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These estimated RBC latencies (y-axis) using eq(11) with Poisson distribution, as a
function of the defect densities D=M/(256/k), (x-axis) are plotted in Fig.10 .
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Fig. 10: Modelling the RBC latencies with Poisson distribution and Ak, 256 =k A1, 256k) .
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5 Experimental validation

5.1 Development board

The experimental set up is shown in Fig.11. To validate experimentally the
effectiveness of the RBC with fragmentation, commercially available 32-Kbyte
SRAM devices from Cypress semiconductor were used as PUFs. During enrollment,
the SRAMs are submitted to power-off-power-on cycles, and the resulting patterns
are stored in look up tables. About half of the flip-flop of the SRAM cells are mainly
responding to such power-off cycles as a “0” state, about half as a “1” state. The error
rates of such PUF's are in the 2% to 10% range, due to the cells that have instability in
their responses.

-

N

Client Device

Digilent WiFire board featuring Microchip} :

200MHz PIC32 MIPS-based RISC MCU

Custom hoard with power-off drivers
32KByte SRAM from Cypress

(SW: TAPKI, RBC, AES and SHA-512)

Server
Window 10 PC
(I7-7820 2.9GHz & 16GB RAM)

Fig. 11: Development board with SRAM-based PUF, and 200MHz RISC MCU. The PC with
2.9GHz quadcore processor performs the RBC searches.

The error rates can be reduced to levels below 107 by cycling the SRAM multiple
times during enrollment, and by eliminating the cells that are not consistent. During
1,000 power-off cycles, about 20% of the cells are showing instability, while the
remaining 80% are responding without errors. The error rates of the SRAM PUFs can
be adjusted by tracking the position of the cells in the array, and selecting the group of
cells with defect densities between 0%, and 20%. The mapping of the cells, and their
respective defect density is stored in the server in look up tables. The client device
does not memorize any of the enrollment information; it is assumed that the client
device can be lost to the enemy. The SRAM PUFs, which are used in this analysis, are
not tamper resistant; however, they are appropriate for this experimental work.
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WiFire development boards from Digilent, powered by Microchip, were used to drive
the SRAM PUFs. These boards contain 200 MHz 32-bit RISC microcontrollers from
MIPS, ADC/DAC converters, 2MB flash, and 512KB RAM. The embedded software
and cryptographic protocols to extract 256-bit keys from the PUFs were written in C,
with software implementation of AES-256, and SHA-256.

On the server side, Window 10 PCs powered by Intel 17 quad core processors were
used, they can process an AES cycle in less than one microseconds. The
cryptographic protocol is randomly pointing at 256 cells in the PUF, every 2 seconds;
the RBC search engine operates with various levels of fragmentation, and PUF defect
rates. For each configuration fragmentation-level of defect, the PC typically
performed 100 reads with different handshakes and randomly selected 256-bit long
keys, and stored the resulting data for analysis.

5.2 Experimental data

To acquire statistically significant data, the RBC latencies are averaged over 100
handshakes, and the PUF error rates vary from 0 to 20% by increment of 1%. For
each level of error rate, and new handshake, the server, and the client device
independently generate 256-bit long keys. The RBC search engine of the server
experimentally measure the latency needed to find a key matching the one generated
by the PUF, with fragmentations by 1, 2, 4, 8, and 16. The data used in Fig. 12 was
generated with the measurement of 500,000 cells randomly selected, and 10,000
cycles of RBC search.

1.E+04
1.E403
1.E402
1.E+01
1.E+00
1.E-01

1.E-02

1.E-03

1.E-04

Defect rates in % for 256-bit keys
LE05

0 2 2 6 8 10 12 14 16 18 20

Fig. 12: Experimental measurement of RBC average latencies with 256Kbit SRAM-based
PUF, 200MHz RISC MCU development bard, and Window-10 PC with 2.9GHz 17 quad.

The results of the experimental work can be summarized as follow:

o At low defect densities, below 1% rate, the quad-core processor of the PC faces
delays due to initialization cycles of 1ms, and the management of the multi-
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tasking operations of the PC. The fragmentation increases proportionally with
these initialization cycles up to 20ms for A=16. In this range, the RBC is faster
without fragmentation, and associated overhead.

e Above defect densities of 1.5%, the fragmentation schemes are needed to keep
RBC latencies acceptable. A fragmentation by two is enough to handle defect
densities of 2.5%, a fragmentation by four handles 5%, and a fragmentation by 8
handles defect densities higher than 16%.

e The fragmentation by 16 can handle any level of defects within less than 100ms.

The SRAM-based PUFs characterized have defect densities in the 2% to 8% range,
therefore a fragmentation by 8 yields consistently reliable RBC searches. With
elimination of the erratic cells, and defect densities in the 10 range, the
fragmentation schemes are not needed.

5.3 Comparison between experimental and models

Below 20ms latencies, the model does not take into consideration the response time of
the PC; above 10s, the latencies are not acceptable to a normal user case. Therefore,
the back-to-back comparison between experimental and modelling data is focusing in
the 100ms to 10s range, as shown in Table 3:

Table 3: Defect densities needed to reach a given latency.
Experimental versus model.

DO G5 to 10 latencies | k=L | k=2 | k=4 | k=8 | k=16
Experimental 1.3% 1.9% 3.5% 11%
@0.05s Simple Model 0.9% 1.9% 4.7% 11.5%
Poisson 0.8% 1.7% 4.5% 14.5% -
Experimental 1.4% 2.0% 4.0% 13% -
@0.1s Simple Model 1.0% 2.2% 5.2% 12.8% -
Poisson 0.9% 1.9% 5.2% 16.8% -
Experimental 1.7% 2.4% 5.0% 18.5% -
@1.0s Simple Model 1.2% 2.7% 6.3% 16.8% -
Poisson 1.2% 2.6% 7.2% - -
Experimental 2.2% 3.0% 6.4% - -
@10s Simple Model 1.5% 3.3% 7.7% - -
Poisson 1.4% 3.5% 10% - -
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e The defect densities needed to reach latencies between 0.1 second and 10 second
measured experimentally are roughly similar to the ones anticipated by the
model.

e For k=1, about 1% defect rates requires 0.1 second latency for an RBC search,
1.5% requires 1 second, and 2% requires 10 second. The measurements are
slightly faster than the model at the same defect density.

e For k=2, about 2% defect rates requires 0.1 second latency for an RBC search,
2.5% requires 1 second, and 3% requires 10 second. The measurements are
slightly slower than the model at the same defect density.

e For k=4, about 4% defect rates requires 0.1 second latency for an RBC search,
5% requires 1 second, and 7% requires 10 second. The measurements are slower
than the model at the same defect density.

e For k=8, about 13% defect rates requires 0.1 second latency for an RBC search,
18% requires 1 second, and all other defect densities are matched by the RBC
engine in less than 10 second. The measurements are slightly faster than the
model at the same defect density.

e Both experimental data, and modelling data, show that a fragmentation by 16
always yield successful searches in less than 100ms, regardless of the defect
densities.

6 Conclusion and future work

The objectives of the statistical models developed in this work to predict accurately
the efficiency of key fragmentation where achieved. The experimental measurements
based on SRAM-based PUFs are validating these models, when the latencies are
greater than 100ms, to alleviate the inherent latencies of the PC.

The resistance based cryptography is applicable to PUFs with defect densities below
1% (for 256-bit keys), which is the case when fuzzy cells are mapped during
enrollment, and removed during key generation. This eliminates the need to use error-
correcting methods, helper data, and thereby simplifies PUF-based cryptographic
protocols, and enhances security of networks of low power internet of things.
Methods to fragment PUF-generated keys enhance the effectiveness of RBC
algorithms; a fragmentation by 8 can handle error rates in the 15% range.

The statistical models developed in this work can be used for the following
applications:

e Design and optimization of networks of power-constrained IoTs, secured by
PUFs. The level of fragmentation is minimized to comprehend the quality of
the PUFs used in the system. The level of fragmentation can be coupled with
machine learning algorithms to follow the aging of the PUFs, and drifting
environments.

e  Unequally powered cryptographic systems to protect terminals subjected to
variable threats, with noise injection. Noise can be added to the keys generated
by the client device to increase the difficulty of the RBC search. High
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Performance Computers (HPC) are then used at the server level placing at a
disadvantage opponents with inferior computing power.

e Enhancement of the digital signature schemes to secure the blockchain
technology. A network of distributed IoTs will use the PUF technology to
generate public-private key pairs. Each IoT generate public keys from the keys
extracted from the PUFs, and the RBC engine of the certificate authority
validate the public keys.

We see the need to complete this research work with various PUFs, which may not
have the same distribution of errors as SRAM-based PUFs. The focus is on tamper
resistant PUFs to enhance security when the client devices are under side channel
analysis. We are studying alternative statistical distribution beside Poisson
distribution, which will describe the behavior of various PUFs. We are also
conducting experiment with High Performance Computing (HPC), and the
implementation of parallel computing to further reduce latencies.

Finally, the deployment of the technology to industry will require the design of
custom secure microcontroller, protecting the client devices from side channel
analysis. The statistical models enable the development, and optimization of
improved RBC schemes mitigating various attacks.
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