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Abstract. Physical Unclonable Functions (PUFs) are used as hardware
fingerprints for access control, and authentication in mobile and wireless
networks and Internet of Things. However, it is challenging to use PUFs to
extract cryptographic keys, because a single bit mismatch in the keys is not
acceptable to most encryption algorithms. PUFs are aging; they are sensitive to
temperature drifts, and other environmental effects. Successful implementation
of PUFs, as key generators, requires power hungry error correcting schemes
that add latency, and vulnerability to attacks such as differential power analysis.
This work proposes methods to generate cryptographic keys directly from the
un-corrected responses of the PUFs. The secure server, driving the network,
manages the differences between the PUF responses and the original PUF
challenges, through matching algorithms, mitigating the need to use heavy error
correction schemes. In these methods, both the server and the client devices
independently generate the exact same un-corrected responses of the PUF.
These responses are therefore suitable for cryptographic protocols such as
public key infrastructure or highly secure ledger protecting blockchain
technology. The method presented in this paper, which is based on ternary
PUFs, was successfully implemented and tested in a PC environment.
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1 Introduction: PUF-based cryptography

Physical unclonable functions (PUF) are the equivalent of human fingerprints. The
manufacturing variations created during fabrication of the devices make each device
authenticable from each other. Authentication protocols based on various physical
unclonable functions (PUF) [1-10], embedded in each internet of thing (IoT) node,
can be effective when the PUFs are showing intra-PUF stability, offer inter-PUF
randomness, and when the drifts in the PUF characteristics are small enough. Memory
structures [11-19], SRAM [12-13], DRAM [14], Flash [15], ReRAM [1, 16-18], and
MRAM [18-19], are suitable to generate strong PUFs. One of the methods to
generate PUFs from memory devices is to characterize a particular parameter P of the
cells of the array. The values of parameter P vary cell to cell, and follow a
distribution with a median value T. The cells with P < T generate “0” states, and the
others generate “1” states.


mailto:Bertrand.cambou;%20cp723;%20duane.booher@nau.edu
mailto:Donald.telesca@us.af.mil

The following definitions are stated for unambiguousness as other authors have used
different, however equivalent terminology to describe PUFs. This work is agnostic
on which terminology is preferred.

The “Client devices” are the components secured by PUFs. It could be IoT or any
other peripheral devices;

The “Server” is the component driving a set of “client devices”.

The PUF “Challenges” are the initial data streams generated during enrollment
of the client devices by the server. In some protocols, the Challenges can be the
generated by processing, or averaging, multiple queries and measurements of the
PUFs. They can also be the result of computations, and statistical analysis. The
challenges can be represented by binary, ternary, or any other radix;

The “Enrollment” of the constellation of PUFs is the operation in which the
“challenges” of the PUFs located in each client devices are downloaded in a data
base, or look up table in the server. This operation is generally done in a secure
environment. A block diagram of this operation is shown Fig.1. Additional PUFs
can be added to the network, and enrolled over time;
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Figure.1: Enrollment of a constellation of PUFs. The initial PUF responses, the challenges,
are stored as references by the server for future authentication.

The PUF “responses” are the data streams generated by the PUFs during the life
of the client devices. These PUFs are physical elements that can age, and be
subject to temperature changes, electro-magnetic interferences, and other
environmental effects;

“Challenge-response-pairs” (CRP) are generated on demand by the server of the
PUFs of the client devices;

When the PUF is a strong PUF having multiple ways to query it, the server needs
to send “instructions” to the client devices to find the particular “address” in the
PUF, and to generate challenge-response-pairs;

The “helper” is the data stream generated by the server from the challenges, and
transmitted to the client devices for error correction of the responses.

When the CRP error rates are relatively low, the responses can be used as part of
authentication protocols, which has significant commercial value to protect cyber

physical systems. Error rates between challenges and responses below 10% are low

enough for satisfactory authentication, acceptable false rejection rate (FRR), and false
acceptance rate (FAR). When the CRP error rates are too high, the use of error



correcting methods, and a helper, improve both FAR and FRR. The use of PUFs to
generate cryptographic keys from the responses is more challenging than generating
responses for authentication. This requires schemes that fully correct the responses of
the PUF; a single-bit mismatch in a cryptographic key is not acceptable for most
encryption protocols. Ciphers, in particular block ciphers such as DES (data
encryption standard), AES (advanced encryption standard), RSA (Rivest Shamir,
Adleman encryption), ECC (elliptic curve cryptography), DH (Diffie Hellman),
cannot be decrypted with keys having a single-bit mismatch. A typical architecture to
drive a network of client devices with PUFs is shown in Fig.2.
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Figure.2: Diagram of PUF-based cryptography with error correction. The PUF responses
generated by the client devices are corrected with the helpers.

e As part as the handshake process, the server initiates the process by sending
instructions to the client device j that incorporate the addresses Address-j1 within
the PUF on where to extract responses Responses-ji.

e The server independently analyses the challenges Challenges-ji stored in its look
up tables at the corresponding address, and generates Helper-ji with fuzzy
extractor, and other error correcting methods from Challenges-ji [20-28]. The
helpers are transmitted to the client devices as part of the handshake

e The client devices generate Responses-ji1 at the address Address-ji, and correct
them with the helper with fuzzy extractors, and other correcting methods. To be
acceptable for encryption, the corrected responses of the client devices, and the
challenges of the server should be identical. Thereby the same key Key-ji is
independently generated for encryption schemes.

Such protocols have two fundamental weaknesses: first, the client devices are
burdened, and need to consume additional computing power to run the error
correcting codes; second, such protocols increase the vulnerability to side channel
attacks, differential power analysis, and potential exposure of the helpers.



This work has identified a new method for addressing these weaknesses. The
remaining sections of the paper detail this research and are structured as follows:
Section 2 describes the generation of cryptographic keys from PUF responses with
response-based cryptography (RBC). The burden is transferred from the client devices
to the server, which can have access to considerable computing power, and the
highest level of security, while the clients need to operate at low power, and in a non-
secure environment. In section 3, the performance in terms of latency, and false
rejection rate (FRR) is modeled. Section 4 is a generalization of the RBC concept to
enhance the security of blockchains and peer-to-peer communication.

2 Response based cryptographic methods

The protocol described in section 1 and Fig.2 can be called “challenge-based
cryptography”. The new method detailed in this manuscript can be called “response-
based cryptography” (RBC), which uses un-corrected responses from a network of
PUFs securing client devices [29]. A block diagram of a network protected by RBC is
shown in Fig.3. As done in the challenge-based cryptography, the secure server sends
instructions to the client device j, the Addresses-ji, to generate the PUF responses
Responses-ji.
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Figure.3: Diagram of response-based cryptography (RBC). The server extracts identical
responses from the challenges with the RBC.

The cryptographic key Key-j: is directly generated from the responses. The purpose of
the RBC Engine which is driven by the server, is to generate from the challenges
Challenges-j1 the responses matching the ones generated by the PUFs, and extract the
exact same cryptographic key Key-ji. The server does not need to generate and
transmit helper messages anymore, and the client devices do not need to have error



correcting schemes to extract streams matching the challenges stored by the server.
The computing power needed at the client level is thereby lowered, which allows the
use of less powerful microcontrollers, smaller memory components, and simpler
architectures. The elimination of the helpers also simplify the communication
between server and clients. The latency at the client device level is significantly
reduced, giving less time for malicious observers to extract relevant information from
the transaction.

2.1  Authentication protocol with RBC

As part of the authentication protocol, the client device j encrypts a message, MA-
Jj1, with symmetrical scheme such as Advanced Encryption Standard (AES), and the
cryptographic key Key-ji. The encrypted message E(MA-j1, Key-j1) is transmitted to
the server, see Fig.4 and Fig.5, and analyzed by the RBC engine. Examples of
message MA-ji could be the user ID of client j or other identification scheme. The
cipher E(MA-ji1, Key-j1) can only be decrypted with the cryptographic Key-ji, which is
out of reach for malicious parties attacking the network without this key. This
protocol does not replace other access control schemes such as multifactor
authentication; the main objective of RBC is to validate the key exchange.
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Figure.4: Protocol of authentication with RBC. The server exploits the encryption of the
authentication message sent by the client devices to find the same cryptographic keys.

We are defining Responses jio as the data stream having a hamming distance of zero
with Challenges ji, which means Challenges j1 = Responses jio. The key Kjio is
extracted from Response jio, and is used to encrypt MA-ji to generate the cipher
E(MA-j1, Kjig), see block diagram in Fig.5. If the responses Responses-j1, from client-
J, and responses Responses-jio are identical, the authentication of the client device j is
positive and:

E(MA-j1, Key-ji) = E(MA-j1, Kj10) eq(1)
Key-j1 = Kjio eq(2)

If the error rate is not zero, eq(1) is false. We are defining Responses jiix, with k € {1,
x}, as all data streams with Hamming distances with Challenges ji of 1. For example if
the data streams are 256-bit long, then there are 256 streams having Hamming distance



of 1 with Challenges-ji, and x=256. The keys Kji, with k € {1, x}, are generated
from these streams, and are used to encrypt MA-ji1, and generate the ciphers E(MA-ji,
Kjir), with k € {1, x}.
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Fig.5: Method to match the responses from PUF challenges. The server generates data streams
with increasingly large Hamming distances to find a match with the cipher of the client device.

If the CRP error rate between Challenges ji and Responses ji is one, one of these
ciphers will be equal to E(MA-ji, Key-ji). The response Responses jii, which
generates the cipher equal to E(MA-ji, Key-ji) is therefore equal to Responses ji, and
the authentication of j is positive:

Key-ji1 = Kj11x eq(3)

If the CRP error rate between Challenges ji and Responses ji is two, one of the cipher
E(MA-j1, Kjiz1), with k € {1, y}, is equal to E(MA-j1, Key-j1). The response Responses
JjI12k, which generates the cipher equal to E(MA-j1, Key-j1) is therefore equal to
Responses j1, and the authentication of j is positive:

Key-j1 = Kji2« eq(4)

In a similar way, if the CRP error rate between Challenges ji and Responses ji is three,
one of the cipher E(MA-j1, Kji31), with k € {1, z}, is equal to E(MA-j1, Key-j1). The
response Responses jisk, which generates the cipher equal to E(MA-ji, Key-j1) is
therefore equal to Response j1, and the authentication of j is positive:

Key-ji = Kji3« eq(5)



The process described above, which is summarized in Fig.5, can be extended to the
generation of data streams having Hamming distances higher than 3. The limitations
due to the available computing power and expected latency of such an authentication
protocol are studied in section 3; Hamming distances greater than 5 are not practical
for mainstream servers.

2.2 Example of matching algorithms for RBC

Increased hamming distance. The authentication protocol described in section
2.1 is the first step of the protocol driven by the RBC engine. Assuming that the
computing power of the server device is infinite, the authentication process can
iterate, as shown in Fig.6, to find a stream having the same cipher as the client,
E(MA-j1, Key-j1). At one point, if there are no responses matching when the
Hamming distance is reaching @ = amax -1, the authentication is considered negative.
The trade-off computing power at various level of PUF quality is presented in section
3 below. When their ciphers are matching, both parties do share the same
cryptographic key Key-j;, which can be used to protect the communication client-
server. In such a protocol, which is based on increasing the hamming distance step by
step, the entire burden is placed on the server. The protocol is thereby limited by
PUFs with CRP error rates that are low enough, and which have small Hamming
distances between challenges and responses.
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Figure 6: Response-based key matching algorithm with incremental Hamming distances “a”.

Multiple queries. The frequency of PUF CRP errors is highly variable. These high
CRP rates can be the cause of a bad connection between server and client, a noisy
environment, an abrupt temperature variation, or simply the selection of a marginal
section of the PUF. Thus, rather than trying to find a match with high Hamming
distances, it is faster at some point to stop the process described above, and initiate a



new address, address j2. This revised protocol now places part of the burden on the
client devices, by requiring the client to generate a new set of responses, keys, and
encrypted messages. As demonstrated in section 3, the CRP error rate varies with
each query, but multiple queries reduce the time needed to find matching keys. For
example, with a 256-bit long PUF having an average CRP error rate of 0.03%, and
limited computing power, 10 seconds is necessary to find a match with a single query,
but only 2ms are needed with two queries.

Error correction. The time and computing power needed to reduce the errors of the
responses is relatively small when the expected error rate, post correction, is not zero.
For example, the use of ternary cryptography on PUFs [29-32] is effective in reducing
CRP error rates below 0.03% without burdening client devices. The combination of
light correcting methods with increased Hamming distance protocols, and multiple
queries make RBC effective, as presented below in section 3.

3 Modelling and validation of RBC

3.1 Hamming distance for RBC

In order to demonstrate the practicality of RBC, we need to estimate the length of
time needed to generate all response streams with a Hamming distance a and to
encrypt them for the purpose of matching the ciphers with E(MA-ji, Key-j1). If we
assume a 256-bit challenge, then the number of possible streams Ns with Hamming
distance of a is given by:

Ns=(?%¢) 2q(6)

For each stream “k” the cipher E(MA-ji, Kjia) is generated with encryption
schemes such as AES, and compared with E(MA-ji, Key-j1). Fig.7 is modeling of the
time needed to process all streams when “a” increases from a=0 to a=5. The time at a
given Hamming distance is further reduced with powerful servers. This simple model
shows that the time needed exponentially increases with a. On average, the latencies
reported in Fig.7 are reduced by applying smart search methods, and entanglements.
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“o 256-bit streams 1core |32cores
@ 1GHz | @4GHz
0 (236)=1 5 us |50 ns
1 (2i6)=256 1 ms |10 ps
2 (3%)=32,512 01s |1 ms
3 (%3%)=2,763,520 | 10 s |0.1s
4 | (%3%)=174,792640| 10 min| 1 s
5 |(*3%)=8,809,549,05¢{ 10 h | 1 min

Figure 7: Modeling of the time needed to encrypt a group of 256-bit streams with AES, and
match it with a reference cipher. The Hamming distance “a” varies from 0 to 5.



3.2  Efficiency of RBC at various CRP error rates

Repeating a query is faster than searching for a match with Hamming distance
greater than 1. Fig.8 shows the analysis of the efficiency of RBC at different levels of
CRP error rates.

Failure rates with several Hamming distances. As shown on the left side of the
table of Fig.8, the false rejection rates (FRR) of RBC, using the Hamming distance
method described above in Section 2.2 is reduced when the quality of the PUF
improves. When the CRP error rates are 1%, or higher, the method is not effective;
our implementation of RBC started at 0.1%, and below.

Combination with queries. The mid-section of Fig.8 shows the respective efficiency
of multiple queries, versus increasing “a”. Reducing the number of client-server
interactions, while important from a security standpoint, must be balanced against the
speed at which the server can effectively find a match. For example, as shown in Fig.
8, to authenticate a PUF with a CRP error rate of 1% at a Hamming distance of a=2
requires seven queries to achieve a FRR lower than 0.1%; six queries are needed with

a=3, three queries with a=4, and two queries with a=5.
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Figure 8: Failure rate (FRR), and latency of RBC at various levels of CRP error rates.
ECC is used for the public key generation, and AES to encrypt the authentication messages.

The six columns on the right of Fig.8 report the modeling of the latency of RBC with
an AES scheme as a function of the number of queries needed to get below FRR of
0.1%. The latency is always lower when the application allows multiple queries, as
shown in the last 6 columns of Fig.8. In the example of a CRP error rate of 1%, and
FRR<0.1%, it takes a server 7ms to authenticate a client device with 7 queries and a=2,
and as much as two minutes with 2 queries and a=5. However, when the CRP error
rate is lower, for example 0.03%, a server can authenticate a client device in only one
query, at 100ms with a=3.



3.3  Ternary cryptography and ternary PUFs

As demonstrated above, the resistance based cryptography (RBC) is not effective
when the Hamming distance “a” is too large, because the number of possible streams
Ns become out of reach for powerful servers. For example, a CRP error rate of a 256-
bit PUF at 3% is already too high for practical implementations. To mitigate this
problem, and avoid the need to use error-correcting methods, we designed our
implementation with ternary cryptography, and ternary PUFs [29-32]. During
enrollment, the challenges/initial responses generated have ternary states, the solid
“0”s and “1”s states, and the unstable and marginal fuzzy states “X”. For example,
multiple power-off/power-on cycles of an SRAM memory array can sort out the cells
with these three states. The generation of ternary PUFs from memory devices is also
based on the characterization of a particular parameter P of the cells of the array. The
bottom 1/3 of the population are the “0”s, the top 1/3 are the “1”s, and the middle
third are the “X”s. During response generation, the cells fuzzy states are ignored,
which reduces the error rates. As part of the ternary protocol, a mask is transferred to
the client device to locate the “good” cells. Multifactor authentication is used to
protect the masks from eavesdropping. The ternary protocol that we develop to
generate the responses needs less than 800 clock cycles, which is much lower than
what is needed to run error-correcting codes.

3.4 Experimental validation

We analyzed 30 different 32kByte commercial SRAMs, produced by Cypress
Semiconductor. The SRAMs with surrounding circuitry are assembled in custom PCB
boards. Development boards from Microchip, based on programmable 32-bit RISC
microprocessors, are driving the SRAM boards. The microprocessors are programmed
with a separate Arduino board. SRAM based PUFs exploit the fact that their cells are
designed with flip-flop logic. During the power-off/power-on cycles, the majority of
the cells of the SRAM arrays are predictable; they always either flip as a “0”, or as a
“1” due to the asymmetries introduced during the manufacturing of the devices; each
SRAM device is in general, different from the others. The CRP error rates of SRAM
PUFs can be high because some cells are more symmetrical, and flip randomly on
both sides. As shown in Fig.9, the CRP error rates of the SRAM PUFs are reduced
with an enrollment that incorporate successive power-off-power-on cycles to remove
the erratic cells. During each cycle, and after removal of the bad cells, the error rates
of the remaining cells are estimated, and plotted in the graph; after only three cycles
the CRP error rate drops below 1%. After 8 cycles the CRP error rate drops below
0.3%; after 27 cycles the error rate drops to 0.1%. In this enrollment protocol, about
50 cycles are needed to generate a ternary PUF with CRP error rates below 0.03%.

Caution: in this experiment, it was very important to impose a complete power-off of
the SRAMs. Capacitive and inductive effects can prevent the power to actually switch
off. To mitigate the problem, we shorted the SRAM to the ground during these cycles,
and imposed a delay before powering on the devices. We also characterized the CRP
error rates at various delays, and concluded that waiting times higher than one second
did not influence the CRP error rates.

Latency analysis. As presented in section II-B, the RBC matching algorithms are
based on increased Hamming distances a, and multiple queries. The latencies needed
for RBS matching are plotted in Fig.9, and this based on the sensitivity analysis



presented in Fig.8, which uses AES. After an enrollment of 50 cycles, RBC
authentications with 0.1% FRR are completed in 20us and 2 queries (a=1), or 100ms
and 1 query (a=3) with a 32 core server operating at 4GHz. A one core PC operating
at 1 GHz has a latency of 2ms and 2 queries (a=1), or 10s and 1 query (a=3).
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e 7ms H in 2min ‘ SRAM PUF
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Figure 9: CRP error rate reduction by masking the fuzzy cells of commercial SRAM. Each cycle:
power-off/wait state/power-on/read.

Analysis of 100-cycle enrollments. In the final coding of the prototype demonstrating
the RBC protocol, we assumed an enrollment of 100 cycles to sort out the ternary
states of the SRAM PUF. The experimental characterization of the CRP error rates of
the non-fuzzy cells of the SRAM PUF is shown in Fig.10. The error rates oscillate
around 0.01%, stay consistently (36) below 0.02%, and this after 500 successive
power-off-power-on cycles to characterize the non-fuzzy cells, which represent about
80% of the 256,000 cells of the SRAM device.
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Figure 10: Characterization of the CRP error rate of T-PUFs after an enrollment of 100 cycles.



Following the 100-cycle enrollment, we measured the distribution of the Hamming
distance between challenges and responses: randomly selected in the SRAM array
were one thousand 256 cells having non-fuzzy states. The challenge-response-pairs of
these cells were generated to evaluate the Hamming distance @ between the 256-bit
challenges, and subsequent 256-bit responses. 969 out of 1,000 256-bit CRP streams
had zero mismatch, 30 had one mismatch, and two streams had an Hamming distance
of two. None of these 1,000 CRP streams had a mismatch of three or higher. This
experiment is shown in Fig.11, with log10 scale for the y-axis.

Based on the modelling shown in Fig.7, 96.8% of the RBC matching operations take
50ns for the server, 3% take 10ps, and .2% take 1ms. Assuming that the RBC
matching algorithm test Hamming distances up to @ = 2, and reject Hamming
distances greater than a = 3, the average latencies are in the 2us range.

Distribution of the Hamming distance a

1000
1000 CRPs tested
100 968 CRPs @ a =0
30CRPs @ a=1
2CRPs @ a=2
ZeroCRP @ a=3+
10

. 1

a=0 a=1 a=2 a=3+

B Number of CRPs for various a

Figure 11: Experimental evaluation of the Hamming distance a between one thousand 256-bit
challenges and 256-bit responses, only non-fuzzy cells of the SRAM.

False rejection rates. The probability to find one CRP error in a given cell is 0.01%.
The probability to find one CRP error in a 256-bit stream is 2.56%, the probability to
find three CRP errors is approximately 16.7 10, In the matching algorithm described
in this section, if there is no match after trying all streams with a lower than 3, the
authentication is considered as negative. Thereby the estimated FRR is equal to 17
part per million, which is acceptable in most implementations.

4 Generalization and future work

The authentication of the clients through RBC protocols, as described in sections 2
and 3, is initiated by the encryption of the message MajI1 with the key generated from
the responses. The cipher is in fact acting as a feedback loop between the client
devices and the server. In this section, this feedback loop is replaced by the public
keys, which are generated through asymmetrical schemes from private keys that are
extracted from PUF responses. Using the RBC protocol described in sections 2 and 3,



the server independently generates the same public/private key pair from the initial
responses/challenges, and validates the private keys.

4.1  Securing blockchains

Blockchain technology, in conjunction with SHA-2 hashing function, and digital
signature (DSA), for example elliptic curve cryptography (ECC) [33-38], has the
potential to secure IoT infrastructure and protect the data flow needed to track
transactions for applications such as cryptocurrencies, strategic manufacturing,
finance, and commerce. The underlying assumption is that the entire infrastructure of
IoT is homogeneous, with each node protected by a crypto-processor handling the
hashing and having secure non-volatile memory to store the cryptographic keys.

Malicious side channel attacks as well as physical hijacking of the IoT nodes can
expose the private keys, thereby compromising the security of the infrastructure. The
secure distribution of public-private key pairs in such an environment can be risky.
Without reliable protection of the private keys, the digital signature of the blockchains
is vulnerable, and the technology loses its value. We propose to address this
vulnerability through the addition of RBC to protect the DSA of the blockchain

ecosystem [39], as shown in Fig.12.
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Figure 12: Block diagram of a blockchain technology protected by RBC. The client devices
generate the private keys from the PUF responses, and the public keys, ex. with ECC.The server
independently generate a ledger, which validate the public keys.

At each transaction, the client device j openly communicates the new blockchain
containing the description of the transaction, for example Block4j. The client j hashes
Block4j to generate the message digest H(B4j), encrypts both the blockchain and the
message digest with DSA and the private keys, which are generated from the PUF



responses, responses4j. The client communicates the resulting cipher D(Block4j-
H(B4j)), and the public key pub.key4j generated from the private key.

By using the RBC protocol of sections 2 and 3, the server independently extracts the
private key from the challenges, Challenges4j, and the associated public key. All
streams with short Hamming distances from Challenges4j are considered, as
described in section 2.1. The server keeps a ledger with all the valid public keys. A
third party can query this ledger to confirm that the public keys pub.key4j
communicated by the client j related to the blockchain Blockd4j, is valid. Any third
party can decrypt the cipher D(Block4j-H(B4j)), and confirms that the message
digests of the blockchains match.

The use of ternary PUFs in this protocol is shown in Fig.13. In addition to sending a
random number, RN4j, to find an address within the PUF, the server also sends a
mask, Mask4j. This allows the client device to skip the fuzzy states, and generate the
private key, which results in smaller Hamming distances between the challenges
generated by the server and the un-corrected responses.
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Figure 13: Blockdiagram of the RBC with ternary PUFs to secure blockchains. As part of the
handshake, the server generate a mask to blank the fuzzy cells.

4.2  Peer to peer communication.

The scheme described above section 4.1, is in fact a way to distribute, and validate
public/private key pairs for PKI networks having a constellation of PUFs. The server
periodically resets the scheme, sends handshakes to find new addresses in the PUF
arrays of the client devices, with the objective to refresh the public/private key pairs
as often as needed. For verification, the server makes the public keys openly available



on a public ledger. The scheme use asymmetrical cryptography for peer-to-peer
communication as it is done with existing PKIs; the central certificate authority, in
this case the server with RBC capability, manages the distribution of the public-
private key pairs.

4.3 Impact of RBC on mobile and IoT networks

Mobile and IoT networks are vulnerable to several threats that include remote
software attacks, as well as physical access vulnerabilities [40]. The RBC protocol, in
conjunction with ternary PUF’s, presents a hardware based solution to secure IoT
devices. One benefit to be highlighted of the work discussed above is that no keys are
stored on client devices. This is in contrast to current methods that store keys in flash
memory which is vulnerable to a range of physical attacks [41].

Rather, the protocol uses the ternary PUF to generate a key on the server side and
client side, independently, each time an authentication and communication event is
required. The key is then discarded after use. In addition, the absence of a helper and
error correction reduces the size, weight and power computing burden on the client
side. This makes RBC accessible to a wider range of resource constrained IoT
devices, while also mitigating vulnerabilities associated with such error management
systems.

5 Conclusion

The main objective of this research work was to study the possibility to use PUFs for
cryptographic key generation without error correction schemes at the client side of the
network, therefore to eliminate the burden associated with the transmission of helpers,
and the power hungry algorithms needed to correct PUF responses with these helpers.
The elimination of error correcting schemes has the potential to significantly decrease
the vulnerabilities to side channel attacks such as differential power analysis, which
exploit the computing power needed during error correction, and fuzzy extractors.

This work demonstrates, through modeling and experimenting with SRAM PUFs,
that uncorrected Response-Based Cryptographic (RBC) methods, in conjunction with
our previous work on ternary PUFs, are showing promising parameters:

e The matching algorithm allowing the server to find the response generated by a
client device, has typical latencies in the order of microseconds. Both the server
and the client device can thereby find independently the same public-private key
pairs needed for encryption.

e The False Rejection Rates (FRR) of wvalid client devices with the matching
algorithm are only in the 17 part per million rate. In case of a reject, a new
handshake can be initiated to repeat the two-way authentication process of the
server, and the client device.

e The enrollment of the SRAM PUF needed 100 cycles power-off-power-on, adding
up to a few minutes with our set up. Such an enrollment is only needed once,
therefore such process is acceptable for many applications. We are currently



working to develop stronger PUF technologies having faster enrollment that
mitigate most side-channel analysis.

The RBC methodology benefits from the ternary cryptography, which include the
following advantages:

e Using the masking technology, the scheme mitigates man-in-the-middle attack. A
third party cannot initiate an effective handshake to generate a valid public-
private key pair without knowing the position of the cells with ternary states;

e When lost to the enemy, the ternary PUFs are more difficult to read than binary
PUFs. However SRAM based PUFs are rather weak, and need to be replaced by
stronger PUFs;

e The generation of one-time public-private pairs generated at each handshake can
reduce the vulnerability to side analysis; a potential exposure of the older pairs
conveys minimum risks;

This work demonstrated that a client device with RBC can directly generate
useable cryptographic keys (0 bit mismatch) for use in encryption and authentication
with a server. The applications that can benefit from RBC are: access control, public
key infrastructure, digital signatures, one-time pads, and blockchain technology.

We are currently developing matching algorithms that are more powerful, and will
accelerate the scheme when the quality of the PUFs is lower. We are also designing
stronger ternary PUFs that are more performant than the SRAM PUFs. Finally, these
methods can be combined with an error correction schemes to expand the field of use.
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