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Abstract—One of the crucial cyber-attacks which has been
reported is hacking the databases of users’ identification and
passwords. Surprisingly, the typical procedure in most networks
is the saving of passwords or password hashes in the look-up
tables, which can be accessed later via the identification of each
user. This paper seeks to find a remedy to this problem by
adding a hardware security layer to the hash function-based
password management systems. Also, the hardware security
module, which is utilized as a solution in this paper, accelerates
the computationally intense cryptographic operations.
Addressable PUF Generator (APG) is utilized as a hardware
layer. A significant problem with PUFs, i.e., the instability of
their responses, is addressed in this paper. Ternary APG is
implemented by using the ternary PUFs to solve this problem.
The architecture takes advantage of known technology modules
such as SRAM PUFs, hash functions, and microcontrollers.
Furthermore, the protocol is used as a solution in this paper does
not need saving passwords or hash of passwords. To the best of
our knowledge, this paper presents the first prototype
implementation of ternary APG usage in the password
management system.

Keywords—ternary PUFs, password management, APG, hash
functions, SRAM
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Fig. 1. Hacking the database of user’s identifications and passwords
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L INTRODUCTION

Passwords are the most common way of authentication.
The essence of password authentication is to compare a
password associating with a particular user to what is saved in
a secure server database (DB). Therefore, all networks protect
the database or look-up tables storing the passwords. It should
be noted that studies have shown that many look-up tables
store the passwords in the plaintext form [1, 2]. An important
issue is that all of the user passwords would be revealed if the
database is hacked. This problem is illustrated in Fig. 1. The
issue is shown in Fig. 1. is one of the most commonly reported
cyber-attacks [3, 4]. Password management systems are
designed to implement a secure protocol against this threat to

address this issue. Password hashing is a standard method for
keeping users' password information that is later used for
authentication. Passpet [5] and Client-CASH [6] are proposed
password management systems that are based on hashing of
the passwords.

In this paper, SRAM PUF is used to add a hardware
security layer to the commonly hash-based password
management systems. The main idea is that each PUF can
generate a plurality of challenges unique to that specific PUF.
These challenges are saved in the look-up tables instead of
passwords. As illustrated in Fig. 2, if a hacker gets access to
information stored in the look-up table, s’he cannot reach the
user’s passwords.

The organization of the remainder of the paper is as
follows: Section II provides background information about
hash based password management systems, and also Physical
Unclonable Functions (PUF). Section III contains detailed
information about the design of the system including the
protocol and the PUF. The results of the statistical analysis of
SRAM PUF is discussed in section II. Section IIT will focus
on implementation and the results. Finally sections IV deal
with the conclusion.
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II. BACKGROUND INFORMATION

In this section, the background information is discussed.
The background information is in two main parts: hash
functions for password managing, and PUFs.

A. The hash for password managing

To increase the security in the system shown in Fig. 1, hash
functions can be used. Hash functions are one of the critical
cryptographic primitives since they are one-way functions [7,
8]. These functions process the passwords and produce a
message digest. In order to increase the security level, the
hashing of passwords can be saved instead of passwords. As a
result, the hash of passwords would be revealed if the look-up
table is hacked. It should be noted that studies have shown that

users select common and weak passwords [9]. As a result,
hackers can compare the list of the hash of common passwords
to the hacked look-up table and finally find the original
password. Some policies have been proposed in the literature
to construct a well built and secure password for each user
[10]. These policies can be used to solve the problem as
mentioned above. The hashed passwords can further be
fortified by iterating the hash function several times. In this
way, extracting a password needs more time and effort.
Nevertheless, the same security issue will be maintained.

The tables containing users’ identifications (hereafter
denoted as IDs) have more security issues. Therefore, hash
functions can be used as one of the addressing techniques. As
can be seen in Fig. 3, by hashing the password (PW), the first
message digest is generated. In another path, the Exclusive or
(XOR) of ID and PW of the jth user (IDjE@PW;j) is calculated.
Then, the hash of (IDj@PWj), h(IDjEPWj), generates the
second message digest. The second message digest produces
the address of XY coordinate of the look-up table, in which
the first message digest is stored. Using stronger hash
functions and look-up tables provide considerably higher
security compared to the database that directly stores
UserlD/Password pairs. Nevertheless, in case look-up tables
storing message digests are accessed by a hacker, information
loss would occur.

B. Physically Unclonable Function (PUF)

Physically Unclonable Function (PUF) generates
challenges and responses from the hardware components
which are unique and are equivalent of the hardware
fingerprints. These functions are unclonable and possess a
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Fig. 2. Using APG in order to add a hardware security layer

a high level of randomness. The intrinsic natural
manufacturing variations created during fabrication of the
devices make each device authenticable from each other. The
challenges are then induced directly from the PUF, while the
responses are generated during the authentication. The
authentication is granted when the rate of matching challenge-
response-pairs (CRP) error, i.e., the mismatch, is low enough.
There are different implementations of PUF including optical
PUF [11], Arbiter PUF [12], Ring-Oscillator PUF [13, 14],
and SRAM PUF [15, 16]. An overview of the most important
implementation details and experimental results for different
PUFs is presented in [17].

1) SRAM PUF

Static random-access memory (SRAM) PUFs were
developed based on the original SRAMs [15, 18]. A typical
SRAM cell contains two cross-coupled inverters at its core
with two stable states. For performance considerations, it is
tried to keep the physical disparity between two symmetrical
halves of the circuit minimal. It is worth mentioning that this
random physical mismatch is controlled by the power-up
behavior, which itself is determined by manufacturing
variability. During power-up, some cells prefer storing a 0,
and some prefer storing 1. Responses of a PUF are the same
in different cycles for these kinds of cells.

A big issue with SRAM PUFs is that a few numbers of
SRAM cells have a weak preference or no particular
preference at all. Thus, the responses of the PUF is not stable
for these cells. These cells are called fuzzy cells. Different
methods have been used before to solve this problem such as
Error Correction circuits [19], and ternary PUFs usage [20, 21]

2) Ternary Addressable PUF Generator

The structure of Addressable PUF Generator (APG) is
explained in [22]. One way of designing APG is the use of
memory-based PUFs. The APG can be used in two modes of
password generation or authentication. In the password
generation mode, the APG generates the challenges, and in
authentication mode, APG generates responses. A big issue
with PUFs is that the authentication will fail in the case of
varying the responses vary too much. The ternary PUFs is
used in this paper to solve this problem. Ternary PUFs are
based on three states, with a fuzzy state that is used
tocharacterize the unpredictable cells.

Add1: h(pw1)
Add2: h(pw2)

Fig. 3. Hash function-based password management systems

The protocol used in this paper for incorporating ternary
PUFs in the APG is characterizing the overall PUF array as
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upfront and marking the fuzzy cells of the array using an “X”
symbol. When generating the challenges, the fuzzy cells at the
address XY (generated by the hash function) are ignored, and
the next close non-fuzzy cell is considered. The obtained
challenges include streams of bits stored in the look-up table.
Besides, the same fuzzy cells are ignored during the response
generation. Consequently, a set of binary streams are obtained
and compared with the challenges in the look-up table.

The main idea of this paper is implementing an APG in the
password management systems as shown in Fig. 3. The hash
function-based password management system used in this
paper takes advantage of APG to increase the security level.
However, in the hash function-based password management
shown in Fig. 2, the output of the hash algorithm is
deterministic for an input.

III. DESIGN OF THE SYSTEM

In this section, the new password management system
based on the APG (discussed in subsection 3 of the
introduction) and hash  functions-based password
management systems (Fig. 3.) is presented. Using APG offers
an additional layer of security. Unlike the conventional hash
function-based password management systems, if an attacker
has access to the look-up table, the knowledge of the
challenges do not disclose the password message digest. Also,
through the using of ternary PUFs, the CRP error is decreased.

The overall system architecture is depicted in Fig. 4. The
client that is going to be authenticated gives the encryption of
the ID and the password to the server (Fig. 3.). The decrypted
password along with the ID is passed to the APG by the server.
The MCU generates the addresses for challenge/response
extraction. The challenge is stored in the look-up table in the
Add;. The MCU also generates addi. The registration process
initiates with the hash of (ID ® PW) which generates Add;.
The PUF challenge is saved in the Add; of the look-up table.

A. Protocols

The protocol includes a single registration phase,
followed by one or more authentication phases which will be
discussed in the next subsections (subsection 1 and 2): The
registration and authentication protocol has six and seven
steps respectively.

1) Registration
During the registration, the challenge is generated and kept
in the server database through the following steps:

e Step 1- APG receives the ID and password. Hash of
the password is calculated in MCU.

e  Step 2- The message digest (MD) of the password is
fed into block 1 in Fig. 4. The objectives and details
of block one will be discussed in subsection 4.

e Step 3- The output of block 1 generates are raw
addresses.

e  Step 4- The raw addresses in block one are revised in
the masking block shown in Fig. 4. The objectives and
details of the masking will be discussed in subsection
5.

Authentication
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Fig. 4. The Architecture of the password management with ternary APG

e  Step 5- Each bit of the challenge is extracted in the
revised addresses. The revised addresses are the
output of the masking block in Fig. 4.

e Step 6- In the other path, the hash of the (ID ®PW)
generates the Add,;.

e Step 7- The challenge generated in step 5 is saved in
the Add; generated in step 6. In the case of collision,
i.e., multiple users at the same address, multiple
challenges are stored in the same location, which does
not make the authentication more difficult.

2) Authentication
A typical authentication of the user is similar to the
registration process.
e Step 1 to 4- These steps are similar to the step 1-4 of
the registration phase, which is discussed in
subsection A.

e  Step 5- In this step, instead of generating challenges,
fresh responses are generated by the APG at the same
addresses.

e  Step 6- The challenge that is previously saved in the
look-up table is compared with the generated
response created in step 5. When the CRP error level
is low enough, the authentication is granted.

3) Losing password
The problem with the authentication process discussed
above is that if the user forgets its first password (PW1), which
is stored in the address h(IDPW1), the attacker can be
wrongly authenticated using ID and PW1.

This problem can be solved using an index for finding the
address of storing the challenge generated by the PW1 and
increasing the index when the user forgets the password and
needs a new password. The first time the user uses PW1, the
“user ID," and "PW1" and the Index (which is one now) are
XORed. The hash of (IDPWI1@1) results in a message
digest that generates the address for storing the challenge
generated by the PW 1. If the user forgets PW1, the index will
be increased to 2, and the hash of ID@PW2@2) results in a
second message digest that generates the address for storing
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the challenge generated by PW2. If a third party uses PW1,
first the index related to the user is extracted which is 2. The
address will be generated by the hash of IDGPWI1@H?2),
which does not contain the information of the user now.

The implementation of the protocol for the losing
password is straightforward. For implementing this protocol,
the server sends the (PW& Index) instead of PW. The APG
applies precisely the same protocol as described in the setup
and authentication process.

4) Block 1

The output of the hardware hash (or the input of block 1 in
Fig. 4) is 32 bytes, 256 bits. Since the size of the used SRAM
PUF is 8 kilobytes, 16 bits are needed for addressing a specific
SRAM cell. However, the input of block 1, which is 256 bits,
can only point to 16 independent addresses. Therefore, the
extracted challenge would be 16 bit which ends to low
entropy. In order to increase the entropy, block one is designed
for generating longer message digests out of the original
message digest.

The details about block one are shown in Fig. 5. As can
be seen in Fig. 5, the left two most significant bytes of the
digest is rotated eight times, and every time the result is fed
into a hash function, and the resulting digest is saved. The
longer message digest is 256 bytes which are the assembly of
8 message digests. These 256 are enough to generate a 128-bit
challenge/response stream and provide high entropy.

5) Masking

To manage fuzzy cells and to implement ternary APG, the
protocol, previously mentioned in subsection C.2. of
introduction, is used. In this protocol, the characterizing of the
SRAM is done upfront. The result of characterizing
(enrollment) is mask data. The mask data shows the location
of fuzzy cells. The mask data of the used SRAM is saved in
the MCU.

The output of block 1 is raw addresses. The raw addresses
can point to both fuzzy and non-fuzzy cells. In the former
case, the cell is considered as a valid cell, and the related
challenge bit is extracted, during generating challenge or
response. However, if the raw addresses point to a fuzzy cell,
that cell is ignored, and the revised address will be generated.
The revised address is the address of the closest non-fuzzy cell
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Fig. 5. Creating longer message digest from the original message digest.

after the fuzzy cell. The revised addresses (challenge
addresses) is considered for the challenge/response
generation.

The mask data, which is the result of enrollment of the
SRAM, will be equal in volume to the SRAM PUF and is
saved on the APG. It is observed that the size of the code for
doing the whole process is about 10 kilobytes. However, the
size of the mask data is 32KB. Therefore, just 8 kilobytes of
the SRAM is used as a PUF. In this way, the MCU memory is
used more efficiently, and the location of the used PUF can be
another secret information, which increases the security when
the hacker can have access to the SRAM.

B. Design of SRAM

The PUF employed in the current study is SRAM PUF as
it is one of the most cost-efficient types of PUFs, also because
frequent physical attacks against it are expensive [23]. Our
first step is to analyze the distribution of the startup values of
the SRAM. Cypress CY62256N 32 KB chip is studied and
checked for having the desired properties.

1) Enrollment
As mentioned earlier, some SRAM cells may change their
value at different power-cycles, which are named fuzzy cells.
These fuzzy cells increase CRP error rate. The purpose of the
enrollment is to find these fuzzy cells. In order to do this, we

Enroliment Size vs. Percentage of Fuzzy Cells
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Fig. 6. Percentage of fuzzy cells versus enrollment size

power-on power-off the SRAM several times and mark the
position of those fuzzy cells. In each read (cycle), some new
fuzzy cells are detected. Fig. 6 shows the number of detected
fuzzy cells versus the size of the enrollment. This figure shows
how finding new fuzzy cells become more difficult with each
additional read. Fig. 7 shows the bit error rate versus
enrollment size. The results show that the enrollment size of
100 is enough for our application since we are using 128-bit
challenges/responses.

2) Inter and Intra comparison
For the application of secure authentication, intra-PUF
variation should be low (ideally 0%) so that the PUF can be
verified. On the other hand, inter-PUF variation should be
ideally 50% on average so that two separate PUFs have a

maximally different response [24].
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The data of start-up values of 10 SRAMs are collected to
check whether the implemented PUF has the desired
properties. Then, intra-chip variation and inter-chip variation
are analyzed. A total of 100 queries of every SRAM is
compared against the enrollment of every other SRAM. The
results in Fig. 8 shows that the average intrachip variation is
3.5% and the maximum intra-chip variation is 3.95%. Also,
the average 10 SRAMs inter-chip variation is 38.2%, and the
minimum inter-chip variation is 36.1%. The results in Fig. 8
are collected when no enrollment has been done. The results
show that the device used as PUF has the desired properties.

3) Inter and Intra comparison
For the application of secure authentication, intra-PUF
variation should be low (ideally 0%) so that the PUF can be
verified. On the other hand, inter-PUF variation should be
ideally 50% on average so that two separate PUFs have a

maximally different response [24].

The data of start-up values of 10 SRAMs are collected to
check whether the implemented PUF has the desired
properties. Then, intra-chip variation and inter-chip variation
are analyzed. A total of 100 queries of every SRAM is
compared against the enrollment of every other SRAM. The
results in Fig. 8 shows that the average interachip variation is

Enrollment Size vs. Bit Error Rate
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Fig. 7. Enrollment size versus bit error rate

3.5% and the maximum intra-chip variation is 3.95%. Also,
the average 10 SRAMs inter-chip variation is 38.2%, and the
minimum inter-chip variation is 36.1%. The results in Fig. 8
are collected when no enrollment has been done. The results
show that the device used as PUF has the desired properties.

In another experiment, the enrollment of the SRAMs has
been done first. The fuzzy cells are detected after 100 reads.
Then, the data of intra-chip and inter-chip variations are
collected when just non-fuzzy cells are considered. Fig. 9
shows the results of intra/inter-chip variation. This figure
shows that the intra-chip CRP improved significantly: an
average of 0.0467% with a maximum of 0.126%. Although
the inter-comparison distance has worsened with an average
of 36.9% and a minimum is 35.5%, the intra-comparison
distance is more important for the application.
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Fig. 9. Inra-/Inter-chip variation with enrollment

IV. IMPLEMENTATION AND RESULTS

A. Hardware Architecture

The server is a PC running MATLAB that prepares a
Graphical User Interface (GUI) to enter user’s information,
control data flow from APG, and simulate DB look-up table.
The communication between server and APG is UART. The
central part of the APG is the MCU which handles most of the
tasks including XOR, Hash function, address generation,
masking, and challenge (or response) generation. An
appropriate MCU is needed to support the hash via hardware
crypto engine. SAMV71 microcontroller (MCU) with Cortex
M7 core running at 300 MHz is the heart of Xplained Ultra
Evaluation Kit that is used in the prototype. An SRAM shield
is designed to interact with the evaluation kit. MCU controls
the SRAM via its GPIO pins.
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Account Info

Username Password

Details

Hash(Pass+Index)

CRP

Mark |Raw Addresses/Mask Data|Challenge Address|Challenge Value Response Value

Fig. 10. Designed GUI for step by step implementation of the protocol

B. Results

In order to have a better sense of the project, a GUI is
designed which is shown in Fig. 10. The are two main parts
shown in Fig. 10, which are “Account Info” in the upper part
and “Details” in the lower part.

As can be seen in the upper part of Fig. 10, the
implemented protocol works in 3 modes of Registration,
Authentication and Forgotten password. The bottom part of
Fig. 10 shows the step by step results of applying the protocol.
The box, which is named “Account index” shows the index
value associated with each user. This value is the extracted

0010001110000000 gg

0100011160000000 FB
1000111000000000 gg
0001110000000001 Eg
0011100000000010 Ea
0111000000000100 23
1110000000001000 gg
1100000000010001 Eg

Fig. 12. Message digests from hashing of shifted results

Registration Authentication Forgotten Pass

Hash(User+Pass+Index)

Account Index DB Address

value from the database. Each time a user forgets its password,
the value is increased. “DB Address” box in Fig. 10 lower part
shows the database address for saving the challenge associated
with each user. The address is extracted from the value of
“Hash(User+Pass+Index)” box.

The "CRP" table in the bottom part of Fig. 10 shows all
the results of applying the ternary protocol. Each row of the
“CRP” table is associated with a different cell. There are seven
columns which are as follows:

e Mark- In this column, the “X" is shown if the
challenge and response in that specific cell do not
match.

e Raw Addresses- In this column, the addresses that are
the output of "Block 1" in Fig. 4.

e  Mask Data- This column shows the mask data which
includes the information about the fuzzy cells. In this
column, fuzzy and non-fuzzy cells are supposed to be
shown with “1” and “0” respectively. The values
shown in this column is fixed and is read from the
MCU.

e Challenge Address- The addresses, which are the
output of the masking block in Fig. 4 are supposed to
be shown in this column.

e Challenge Value- This column shows the value of
queried cells in "Registration" mode or "Forgotten
Pass" mode. Also, in "Authentication" mode, this
column is supposed to be filled with the challenge
information saved in the database.

e Response Value: This column is filled every time a
user wants to be authenticated.

The results shown in Fig. 11 and Fig. 12 are obtained after
entering “PasswordManagement” and “TernaryAPG” in the
“Username” and “Password” box. As previously mentioned,
the output of the hash digest (or the input of block 1 in Fig. 3.)
is 32 byte. The first the two most significant bytes of the digest
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CRP
Mark  Raw Addresses Mask Data Challenge Address Challenge Walue Response Value
1 38277 0 38277 0 |
2 46229 1 46230 0
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6 32770 [¢] 32770 1
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Fig. 13. . Approved authenticaion

are rotated eight times. The results of this step are shown in
Fig. 11. In this figure, the first two bytes are shown in the
binary format. This can show more clearly how eight inputs of
hash functions are created by rotating the first two bytes.

According to Fig. 4, each of the results shown in Fig. 10 is
an input of a hash function which creates eight digests. These
eight digests are demonstrated in Fig. 12. By concatenating
these eight digests, the longer message digest is created. To
summarize, Fig. 11 and Fig. 12 shows the operations, which
is done in, Block 1 of Fig. 4.

In the next step, one hundred twenty-eight addresses are
extracted from the longer message digest. Fig. 13 shows the
created addresses in raw addresses column. Since just 8
kilobytes of the SRAM is used for the PUF, all the addresses
are between 1 to 65536. Raw addresses can point to both fuzzy
and non-fuzzy cells. For applying the ternary protocol, the
mask data should be checked. When the mask data is 1, the
raw address is revised to the closest non-fuzzy cell after the
fuzzy cell. These revised addresses are shown in the challenge
addresses column in Fig. 13.

As shown in row 1 of Fig. 13, the raw address of the first
queried cell is 38277. Second column of Fig. 13 shows that
the mask data is O at this cell. This shows that this cell is non-
fuzzy cell. Thus, the challenge address is the same as the raw
address for this cell. However, in row 2, the raw address Fig.
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1s 46229, and the mask bit is 1. This shows that this cell is a
fuzzy cell. Fig. 13 shows that the the address of the closest
non-fuzzy cell, i.e., the challenge address, is 46230. The last
column in Fig. 13 shows the challenges that are saved in the
look-up tables.

The authentication process is the same as registration. The
response from the APG is compared with the challenge that is
previously saved in the database. The authentication is granted
when the response is entirely similar to the challenge or there
is just one bit difference. Fig. 14 depicts the approved
authentication. As can be seen Fig. 14, there is just one-bit
error in CRP and that is in the 62 cell that is queried.

V. CONCLUSION

SRAM PUF is used for adding a security layer in password
management in this paper. Each password is transformed into
a stream of data, which points at 128 cells of the SRAM PUF.
Statistical tests on the SRAM start-up values shows that it has
the desired properties to be used in password management.
The protocol is based on the upfront identification of the
SRAM PUF, and masking of the fuzzy cells. Therefore, only
the non-fuzzy cells are used for challenges or responses
generation. First results show that these non-fuzzy cells are
more appropriate for challenge or response generation. One of
the problems with the presented password management is the
potential loss of the password by the user. The password
management cannot erase the message digest because the
address in the look-up table is also lost. One remedy is to use
a general password in the message digest to find the address
in the look-up table.

Furthermore, the same method, as the one described in this
paper, can be used with two PUFs. One PUF can be used to
generate challenges in the look-up table that are based on the
password of each user. The second PUF can be used to
generate the addresses in the look-up table that are based on
the user ID and general password. The results of this paper can
solve one of the most critical cybersecurity attacks in the
password management systems that can be used in many
networks.
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