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Abstract--Frequency analysis can be effective in breaking block 
ciphers  of  very  long  messages  encrypted  with  single  keys,  even 
when  protected  by  cipher-block-chaining  schemes.  To  mitigate 
these  attacks,  we  suggest  the  use  of  polymorphic  encryption 
methods, which leverage large numbers of independently generated 
keys  to  encrypt  long  messages  with  blocks  of  variable  size.  The 
generation  of  multiple  keys,  when  based  on  pseudo  random 
numbers, could in turn become a weak element of the scheme. In 
this  paper,  we  describe  a  simple  file  encryption/decryption 
application that utilizes a simulated secured Physically Unclonable 
Function crypto table to provide independent key generation for the 
design of polymorphic encryption. The communicating parties can 
dynamically  generate  tens  of  thousands  of  keys;  the  number  of 
which  varies  with  the  length  of  the  plain  text  to  encrypt.  Our 
proposed  implementation,  based  on  PC  to  PC  communication,  is 
able to encrypt 1Gbyte files with 50,000 keys in about 30 seconds. 

   Keywords--  Cybersecurity,  Physically  Unclonable  
Function, PUF, polymorphic encryption, public key, private key 

I. INTRODUCTION 

Today’s cryptographic industry standards are facing a 
quickly changing environment, with increasingly effective 
malicious entities. While 20-year-old encryption schemes, like 
the Advanced Encryption Standard (AES), are still relatively 
safe, they can be exposed to effective frequency analysis when 
applied to encrypt long files [6,7], for example 1 Gbyte long 
files. Blocks of 128 bits are encrypted with the exact same key 
hundreds of millions of times, which is a weakness. Cipher-
block-chaining (CBC) schemes are designed to minimize the 
exposure to frequency analysis by XORing blocks together; 
however, crypto-analysis methods were suggested [19,22] that 
take advantage of some of the patterns that bleed through, as 
well as side channel attacks [24]. It has also been suggested 
that AES is also exposed to some level of collusion, several 
distinct keys can result in the same cipher [17]. 

Polymorphic cryptography1 is an attractive alternative 
when combined with other encryption schemes [16]. The 
repetitive patterns of a plain AES encryption are broken by 
using a large number of keys, and by segmenting the plain text 
into blocks of variable size that are equal or smaller than 128-
bits [23]. The entropy of the scheme is then based on pseudo 

random number generators (PRNG) that are needed to generate 
tens of thousands of sub-keys. The leakage of the PRNG could 
undermine the strength of polymorphic cryptography, as well 
as side channel analysis able to read the sub-keys [25]. 

The long term goal of our research work is to replace the 
PRNG by physical unclonable functions (PUFs) [1-12] that are 
based on the natural variations occurring during the 
manufacturing of electronic components such as SRAM, 
DRAM, Flash, and ReRAM. To accelerate the development we 
modeled the PUFs with two identical cryptographic tables, one 
on the client device side, one on the server, storing the same 
“fingerprint” of the PUF. To represent the inherent fuzziness of 
physical elements, the “fingerprints” use ternary states, 0 and 1 
for the predictable cells, and X for the fuzzy states [1]. The 
protocol is based on handshakes described in [2], called ternary 
addressable public key infrastructure (TA-PKI) described in 
[4]. The final implementation, which is not described in this 
paper, will incorporate correcting methods to handle the 
potential drifts of the PUFs, and errors in the cryptographic 
table of the client devices. 

The structure of this paper begins with the description of 
the polymorphic encryption scheme that we selected for this 
work. We then describe how the handshake of the TA-PKI can 
be used as a starting point to independently generate a large 
number of subkeys at both ends of the communication channel. 
We will present several dynamic methods to increase the 
number of subkeys as the length of the plain text to encrypt 
varies. Finally, we will describe our code, and share the result 
of experiments based on the combination of the subkey 
generator with polymorphic encryption of files varying from 
100Mbyte to 1Gbyte.  The polymorphic encryption increases 
security by changing the key/cipher pair used for encryption at 
irregular and frequent intervals.  Each interval used is sized to 
keep the “local” entropy [16] for the message shard below the 
point where sufficient redundancy allows for decryption. 

II. POLYMORPHIC ENCRYPTION TECHNOLOGY 

The polymorphic encryption method selected for this work 
is based on the concept of “shards.”   Shards are continuous 
portions of a message that are treated as if they are a message 
embedded in a larger message.  Assume that a message is made 
up of |M| symbols.  Each shard has its own information 
content, and therefore, its own entropy (see Fig.1) [16,21,23].  
For any shard that “local entropy,” or entropy associated with 

1CipherLoc Corporation has provided the polymorphic cryptography 
implementation as part of this research. 
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Fig. 1. The Shard Concept. 

the portion of the message represented by the shard, there is an 
associated “local unicity distance.”  If the local unicity distance 
is less than the size of the shard there is insufficient 
redundancy in the shard to effect decryption, on the average 
[16,20].  Shards do not have to be uniform in length and may 
vary within the same message 

Shards provide a number of advantages.  In addition to 
keeping the unicity distance below that of an entire message, 
shards split a single message in multiple messages that are 
independent of each other.  Instead of having to solve a single 
encryption problem, shards create a series of independent 
encryption problems which must all be solved independently.  
Further, shards allow for parallel treatment of the data in the 
message and can, therefore, reduce overhead and latency.  
Using available threads and/or internal processors, shards can 
use the available computing resources to work on separate 
shards.  Upon completion of the shards, they are reassembled 
into a single file and split without regard to shard boundaries.  
This allows the transmission protocol to select how the 
message is split and transmitted.   In one implementation using 
different block sizes, no clues exist as to the boundaries of each 
shard.  Each shard becomes a separate decryption problem, 
multiplying the number of keys in the key space.  For S shards 
the total key space is |K|S keys [20], rather than just |K| keys.  
The size of the key space may also vary, if different ciphers are 
selected.  In this case the total key space is given by (1) for S 
shards [20]. 

  (1) 

When the cipher(s) are peer-reviewed, hard ciphers, the 
resulting key space becomes so large as to be computationally 
infeasible to break using a brute force attack. Such a treatment 
of the file also speeds up processing.  In fact, using AES 256 as 
an example, the polymorphic encryption scheme can process 
an encrypted message from two to four times as fast as a 
continuous AES encryption, using the same hardware and 
software. Each shard can also be thought of as a variable time 
segment in a time domain multiplexed system where the state 
of the encryption system is static for that slice of time. 

In some systems, such as communications systems, time-
domain multiplexing (TDM) slots rotate between a fixed 
number of users.  However, this scheme treats each shard as a 
different user and there is no intentional repetition of cipher 

and key (analogous to a user) for a shard.  As shown in Fig. 2, 
ciphers and keys can change simultaneously, or independently.  
Each change of either the cipher or the key defines one time 
slot.  Further, these shards/time slots do not have to be 
identically sized.  The result is a series of shards with too little 
information for successful information-based attacks. 

Even brute force attacks are not effective, since the actual 
message is only one of the possible messages (or partial 
messages) of the same size as the encrypted message. 
Normally ciphers that change keys are attacked using the 
Venona attack [18], which is actually a side channel attack 
[22].  In this case the key to the attack is to focus on the 
“random” method of selecting keys and/or selecting ciphers for 
the encryption process.  Some attacks used as side channel 
attacks include attacking the randomizing sequence [18], 
timing, and power of the hardware [22]. Venona style attacks 
are impractical since the polymorphic encryption engine allows 
for multiple blocks to be simultaneously processed.  Since each 
value used in side channel attacks must be observed for the 
data being encrypted in order to characterize the mapping of 
the equation, running multiple threads at the same time results 
in the observed value (2) being made up of different threads.  
For each measured value there are a set of possible 
combinations of data blocks, keys, and ciphers that result in the 
observed reading of (3). 

  (2) 

  (3) 

An attacker must know how many threads are being used in 
encryption at the time the observation is made, which may 
vary, in addition to knowing what ciphers are being used.  The 
result is a natural immunity against these physical/timing side 
channel attacks.   

The implementation of this technology is straight forward 
to use. Ciphers are library based, making it easy to employ 
standard cryptosystems and change them on demand.  Software 
solutions are as small as 80kB.  Hardware versions of the 
solution should be considered to facilitate the deployment of 
the technology. 

 

Fig. 2. TDM Using Cipher/Key Pairs 
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III. DYNAMIC KEY GENERATION 

We now shift from the hardware PUF cryptographic table 
described in the introduction, to the software emulated model, 
which will be referred to as crypto table for the remainder of 
this paper. Initially, each crypto table is uniquely built from a 
PRNG source and distributed for each communicating client 
server pair. For the current model, the size of the crypto table is 
256x256=65,356 ternary cells which we will refer to as trits for 
the remainder of this paper. As we build the private keys from 
the crypto table made up of trits, then any trit with a ‘X’ fuzzy 
state value will be excluded so that we get consistent binary 
keys. 

A. Ternary Addressable Public Key Infrastructure 

The Ternary Addressable Public Key Infrastructure scheme 
(TA-PKI) enhances the crypto table with structured public and 
private key processes. As shown in Fig. 3, the public key is 
shared between the server and client, which then results in the 
generation of the same corresponding private key for both 
server and client.  

The TA-PKI high level process consists of two different 
cycles. The first is the GenerateKeys which will generate both 
a public key and a 256 bit private key. The second is the 
GetPriKey which generates a 256 bit private key from an 
existing public key. The TA-PKI public key is 1024 bits and 
consists of two components, a PRNG of 512 bits and a mask of 
512 bits. 

The GenerateKeys API cycle consists of these major steps: 

• This begins with the generation of a PRNG which is 
then exclusive-or (XOR) with a password. The 
password can be a simple pin code, a character-based 
password, a binary initialization vector (IV), or a multi-
factor authentication (MFA) device for up to 64 bytes.  
The result is input to a SHA3 hash as 512 bits. 

• The SHA3 output message digest (MD) is a 512 bits, 
and is divided into 32 indices of 16 bit length which 
have 8 bit row and 8 bit column components.  

 

Fig. 3. TA-PKI Public and Private Key Generation 

• Each crypto table index will extract 16 trits to form a 
512 trit row. 

• At this point a binary mask-selector is formed of 512 
bits. Where a ‘1’ indicates to select data from the 512 
trit row, and ignore all ‘0’ mask select bits. The ‘1’ bits 
are randomly selected for exactly 256 bits. The 512 trit 
row with ‘X’ values are always ignored and set with a 
corresponding ‘0’ mask-select bit. 

• Two final steps, form the 256 bit private key using the 
above mask, then form the 1024 bit public key 
consisting of the 512 bit PRNG and XOR( MD, mask-
selector).  

The GetPrikey API cycle consists of these major steps: 

• Load the public key using the PRNG and MASK 
components. 

• The PRNG is immediately XOR( PWD, PRNG) and 
then input to the SHA3 hash. 

• The hash MD is divided up into crypto table indices as 
described. It is also used to unpack the mask-selector 
from XOR( MD, MASK). 

• Once the 512 trit row is extracted from the crypto table, 
then the mask-select is used to form the corresponding 
256 bit binary private key.  

B. Keys with Variable Length 

The dynamic key generation, which is based on the keys 
with variable length scheme (KVL) [8,9], shown in Fig. 4, is 
designed for generating a continuous stream of private keys. 
The KVL utilizes a TA-PKI public key. The initial KVL step 
always validates the public key against the given crypto table. 
Then the KVL public key goes through a sequence of 
algorithms to generate the KVL private key space.  

There are four key algorithms that generate the unique 
KVL private key space:  

1. The password sub-key generation as denoted by 
g(xor), represents a schedule of data permutations 
before the stream enters a hash function. 

 

Fig. 4. Dynamic key generation: Public and Private key stream 
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2. The crypto table index function as denoted by f(md), 
represents the splitting of a 512 bit hash digest into 32 
crypto table indices, where each round of indices is 
generated with another schedule of data permutations.  

3. As each crypto index references the crypto table, and if 
any duplicate index location occurs, then up to 81 
different retrieval functions [8,9] will be called upon. 
This ensures that an alternate crypto table sub-key is 
extracted for each duplicate index.  

4. The final step is to collect the 512 trit rows and filter 
out the ‘X’ positions. 

The end result for the above process is that non-repeatable 
private key space is generated of magnitude (4), where |g(xor)| 
is the number of permutations, |f(md)| is the number of 
permutations, and the cryptoTableRowSize is 512 trits.  

  (4) 
A partial list of KVL configuration options are shown in 

table 1, where each option scales the permutations of |g(xor)| 
and |f(md)|. A key assumption for the final total space bytes 
calculation is that there are 33% ‘X’ value distribution, which 
is the case for a PRNG generated crypto table. For our 
execution runs in section V, we use a KVL configuration 
option 2. Another key point of the multiple configuration 
options, is that the KVL key space generation is scalable to 
different maximum private key spaces. 

TABLE 1. PARTIAL LIST OF KVL KEY SPACE CONFIGURATIONS 

Option Number of permutations Total Space 
 | g(xor) | | f(md) | trits bytes 

1 1 16 x 32 256 K 21.2 K 
2 64 16 x 32 16 M 1.3 M 
3 128 48 x 32 96 M 8 M 

 

IV. DEVELOPMENT OF THE PROTOTYPE 

For the prototype application, we have chosen a simple file 
encryption and decryption model. A conceptual block diagram 
of the polymorphic key consumption process is illustrated in 
fig. 5. This application has been chosen for several  

 

Fig. 5. Polymorphic key consumption during encryption 

reasons. First, it is simple and one of the most standard 
cryptography applications to encrypt and decrypt a file. 
Second, decryption is easily verifiable using a hash checks 
between the original file and the final recovery file. Third, the 
application is scalable in that it can be applied against may 
different file sizes and content types. Finally, a useful 
demonstration as we vary the input file size, is we can easily 
illustrate the number of public keys and corresponding private 
key space scalability. 

A. File Encryption Process 

The prototype encryption phase takes a file to be encrypted 
using the secured crypto table and password credentials, as 
shown in Fig. 6, then saves the generated public keys along 
with the resulting encrypted file. 

The following are the encryption process steps: 

1. Initially the generateKvlPubPriKeys API call is used to 
generate both a TA-PKI public key and an initial KVL 
private key space. The size of each private key space is 
10x32 = 320 bytes. 

2. Then the polymorphic encryption engine consumes the 
keys by use of an AddKeys API call. Where we are 
supplying 10 keys for each call. 

3. Followed by the step of encrypting input data until it 
runs out of private keys or out of data to encrypt. 

4. In the case where it runs out of private keys, then the 
getKvlNextPriKey API call creates more key space of 
10 keys and return back to step 2. 

 

Fig. 6. Prototype application with separate TA-PKI KVL and polymorphic encryption decryption processes 
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When the KVL API is called multiple times, as in steps 1 
and 4 above, using the same public key and with fixed private 
key space length, then KVL retains position such that the next 
getKvlNextPriKey will continue where the last call left off. 

B. File Decryption Process 

The process is reversed during the decryption phase, which 
uses the same secured crypto table and password that was used 
during encryption to decrypt the file back to the recovered 
state.  

The following are the decryption process steps: 

1. Initially the getKvlPubPriKeys API call is used with 
the same TA-PKI public key as the initial encrypt. This 
creates the initial KVL private key space. The size of 
each private key space is 10x32 = 320 bytes. 

2. Then the polymorphic decryption engine consumes the 
keys by use of the AddKeys API call. Where we are 
supplying 10 keys for each call. 

3. Followed by the step of decrypting input data until it 
runs out of private keys or out of data to decrypt. 

4. In the case where it runs out of private keys, then the 
getKvlNextPriKey API call creates more key space of 
10 keys and back to step 2. 

V. EXECUTION RESULTS 

The TA-PKI KVL key infrastructure and polymorphic 
encryption technologies are combined into the sample 
execution shown in Fig. 7. In this case we have a file that is 
1Gbyte and generated from the /dev/urandom source. For each 
encryption cycle (lines 5-9), a new public key is created and 
shared with the decryption cycle (lines 11-15), to generate the 
exact same private key space for both runs. In this case the 
total private key space needed to encrypt the file is beyond the 
single public key generation capacity of 1.3Mbytes, thus two 
public keys are generated. As shown on line 7, there are 52,429 

 

Fig. 7. Encrypt decrypt 1Gbyte file from /dev/urandom 

blocks read using a buffer size of 20,480, for a total input size 
of 1,048,580 Kbytes. Then on line 13, there are 52,429 blocks 
written using a buffer size of 20,528, for a total output size of 
1,051,037 Kbytes. Thus, there is a small increase in the 
encrypted space for each block. 

During the process of polymorphic encryption (or 
decryption), the key consumption needs are indicated by a 
status code that indicates when it requires more keys. At that 
point, the private key generation process will generate 
additional keys and call an AddKeys API. Then the 
polymorphic engine will continue to encrypt (or decrypt) 
additional data. The whole encryption process is completely 
mirrored with the inverse decryption process, where the end 
result is the MD5 checksum on lines 19 and 21 are identical for 
the respective input and recovery files. 

For the next two examples, we contrast two files of the 
same length. Fig. 8 contains an ISO file with binary data of 
size 844,800 Kbytes. In this example we are very close to the 
maximum KVL private key space of 1.3Mbytes. Specifically, 
on lines 5 and 10 we use 1,335 Kbytes of private key space and 
one public key.  

Then the Fig. 9 sample execution uses random ASCII text 
characters, also of size 844,800 Kbytes. Notice on lines 6 and 
12, that this run requires additional KVL private key space 
which results in the use of two public keys. For all runs, the 
MD5 input and recovery check sums continue to be identical 
and the ratios of encrypt data to private key count ratio 
continue in the same range of approximately 19k. 

In other example runs (not shown), we run 100 iterations of 
encrypt decrypt cycles, where each run generates a new input 
file based on 500 MB of random data. For all 100 iterations, 
the original file and the recovery file are identical as verified 
by the MD5 hash comparisons. Beyond the referenced run of 
100 iterations, we have collectively run thousands of iterations 
successfully. Overall, there are hundreds of unit tests that 
validate the core functionality and attempt to break the system 
with special corner cases. Some of the fundamental tests have 
been successfully run millions of times with unique inputs, to 
ensure exhaustive high-quality internal integrity verification. 

 

Fig. 8. Use existing ISO file of exactly 844,800 Kbytes  
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Fig. 9. Use existing ASCII file of exactly 844,800 Kbytes 

VI. CONCLUSIONS 

In this research we have combined two unique 
cryptography technologies from Northern Arizona University 
and the CipherLoc Corporation. This produces a highly secured 
encryption system, by use of a continuously changing TA-PKI 
KVL private key space that is consumed by the polymorphic 
encryption engine. For the decryption phase, the TA-PKI 
public key, along with the secured PUF crypto table and 
associated user password is used to reverse the process such 
that the polymorphic decryption engine recovers the data back 
to its original state.  

For the prototype application presented here, we used a 
software crypto table to simulate a unique secured PUF device. 
Our private key space generation capacity for this 
demonstration uses a configuration with up to 1.3 Mbytes of 
private key space for a single public key. TA-PKI and KVL are 
scalable with increased permutation functions where a single 
public key can be increased to much larger private key spaces. 

The polymorphic encryption concept of a shard is a 
powerful cryptography primitive, that allows encapsulation of 
messages that can be individually managed and is highly 
secure. The shard also leads to multi-threaded high-
performance solution, greatly speeding up processing and 
eliminating latency. Previous research has been referenced here 
that the polymorphic encryption is immune to a variety of 
cryptoanalysis attacks. Specifically, the combination of the 
dynamically generated keys with polymorphic encryption 
provides side channel resistance to the Venona attack, as 
discussed in section II. This makes the combination TA-PKI 
KVL private key generation and polymorphic encryption, an 
excellent solution for strong future security needs. 

VII. FUTURE EFFORTS 

Currently, NAU has a number of hardware PUF devices 
under development utilizing SRAM, DRAM, Flash, and 
ReRAM, that show promising early results in testing. In the 
near future, we expect to extend these prototypes with the use 
of secured PUF hardware and polymorphic cryptography. 
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