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Abstract—Mathematically generated random number could 
be weak, while the randomness created physical elements often 
have insufficient entropy. This paper describes a XOR compiler 
having the potential to be a true random numbers generator 
(TRNG), leveraging physical unclonable functions (PUF) 
designed with memory products. The initial randomness is 
created by testing only the cells of the memory arrays that are 
naturally unstable under repetitive measurements, and can easily 
switch back and forth between a “1” to a”0”, thereby generating 
a random data stream. The level of randomness of this data 
stream is then enhanced to generate the TRNG. In this paper we 
are presenting two complementary elements: i) how a fast XOR 
data compiler, while processing the data available from multiple 
ternary cells, can create an extremely high level of randomness; 
and ii) how a combinational probability model allows the 
quantification of the level of randomness of the TRNG. 
Deviations of absolute randomness of these TRNG in terms of 
probability to be non-random can be lower than  which is 
accepted as non-detectable for existing and computers of the 
foreseeable future. 

Keywords—true random number generators (TRNG); physical 
unclonable function (PUF); exclusive OR logic (XOR); memory 
arrays component; ternary states 

I. INTRODUCTION – BACKGROUND INFORMATION 
Pseudo random number generators (PRNG), and true 

random number generators (TRNG) are mainstream to 
strengthen cryptographic protocols, see reference [1-7]. The 
randomness based on mathematical algorithms of PRNGs 
could be weak when the mathematical algorithms are known 
by a crypto-analyst. Such algorithms can also consume 
significant amounts of computing power, and clock cycles 
which may be a problem for small internet of things (IoT) 
peripherals. 

The use of physical elements such as physical Unclonable 
functions (PUF) as a source of natural randomness have been 
adopted for the design of true random number generators 
(TRNG). But these solutions have also their own set of 
limitations. The randomness of the physical elements can vary 
when subjected to temperature changes, aging, electromagnetic 
interferences, and other parametric drifts. 

The PUFs, regardless of their design, have to exhibit 
enough predictability overtime to be used as cryptographic 
primitives for reliable authentications, see reference [8-18]. 
The reference patterns of the PUFs that are generated up front 
during the setup of protocol, called challenges, have to be 

compared over the life of the component with the patterns, 
called responses, generated during the authentication cycles, 
thereby resulting in low challenge-response-pair (CRP) error 
rates. The PUF challenges should act as predictable “digital 
fingerprints” of the component, while the responses should be 
easily recognizable as a measurement of the same “digital 
fingerprints”. PUFs exploit the device to device randomness 
that is created during the manufacturing process of micro-
components, they should all be statistically distinct from each 
other’s. 

This property of predictability of the PUFs is not 
necessarily conducive to the design of quality TRNGs which 
rely on physical randomness to generate a fresh random 
number at every query. The main objective of this work is to 
design an architecture that can achieve the dual objective of a 
PUF with low CRP error rate, together with highly random 
TRNG, and this at low cost when used by high volume IoTs. 
The quantification of the resulting level of randomness of the 
TRNG is also an important consideration. 

A. Memory with ternary states 
The methods to design PUFs and TRNGs with memories 

are very diverse, and have been widely published with SRAM 
[19-22], Flash RAMs [23], DRAMs [24], magnetic RAMs [25, 
26], resistive RAMs [27], or other solid state drives [28]. The 
cryptographic protocols leveraging memory PUFs are distinct 
than the ones developed with other mainstream PUFs such as 
ring oscillators, or gate delays. It is indeed possible to program 
and read the content stored in random access memories, but 
unlike it is done in a content addressable memory (CAM), it is 
not possible to compare within the memory arrays the 
challenges and the responses for authentication purpose. The 
CRP matching has to be done outside the memories after 
extraction of the responses together with error correction 
methods. The cell to cell physical parameter variations due to 
normal manufacturing variations are such that a certain number 
of cells within the memory arrays behave in a way that is too 
erratic for CRP generation, fortunately these are the cells that 
can be exploited to generate highly random numbers. 

The concept of memory based PUFs with ternary states 
having random number generation capabilities was described 
previously [29-30]. In these publications the cells of a memory 
array are segmented into three states, between the predictable 
cells which yield a reproducible “0” or “1” when subject to 
repetitive tests, and the ternary “X” cells that are unstable, and 
can randomly switch back and forward at each event. The PUF 
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challenge-response-pairs can be generated from the cells 
having predictable “0”s and “1”s. It was suggested in these 
publications, and this based on experimental data, that when 
the criteria to sort out the solid cells is more stringent, which 
mean that a relatively larger proportion of the cells are given 
the state “X”, the CRP error rate can be extremely low. 

Conversely the X-cells can be exploited to generate streams 
of bits with random numbers. In such case, the criteria to sort 
out these X-cells within the array, which are selected for the 
generation of TRNG, is to have almost equal probability to test 
these cells either as a“0” or a “1” every time they are tested. 
Most advanced memory designs incorporate the built-in-self-
test (BIST) feature [31] that can perform repetitive testing of 
the memory arrays. BISTs are currently used in manufacturing 
to sort out the good memory parts during wafer probe. The 
same BIST features can be applied to sort out the X-cells in 
memory arrays for TRNGs. 

In the references [29-30] it was suggested that additional 
confusion and scrambling need to be created to the streams of 
bits generated from the X-cells to obtain real quality TRNG. 
The XOR data compiler described in this paper is intended to 
provide additional randomness, and reach the level of entropy 
expected in final TRNGs. 

One of the complicated requirement of any RNG, or 
TRNG, is the need to quantify the figure merit of randomness 
of the RNG, and the entropy. Each bit “x” of a data stream of 
N bits should have precisely a 50% probability to be either a 
“1” or a “0” to be part of a perfect TRNG: 

                          P(X=1)   = P(X=0) = 0.5                           (1) 

The average deviation from perfect randomness  is given 
by: 

                   = | 0.5 - P(X=1) | = | 0.5 - P(X=0) |              (2) 

Assuming that the length of the RNG data stream is N=128, 
with P(X=0) = 0.5, the number of possible combinations, also 
called entropy, is 2128= 3.4 1038, which is large enough to 
protect the cryptographic functions from existing or 
foreseeable computers. When the RNG is not totally random, 
in this case 0, the entropy is lower than 2128, and is further 
reduced with larger . 

A position paper from the National Institute of Standard 
and Technology (NIST) [32] suggested in 1999 that  greater 
than 10-3 would not be acceptable, because sophisticated 
crypto-analysis methods could then be effective. This was 
revisited by NIST in 2010 and others [33-34]. The value of  
that is considered as acceptable to get a safe TRNG is a 
moving target as modern computers are increasingly powerful. 
To the best of our knowledge, <10-5 is currently considered an 
excellent target, while <10-10 is considered outstanding. 

B. XOR for randomization and cryptography 
Exclusive OR, XOR, is a Boolean logic gate widely 

adopted in cryptography. Two input bits X, and Y are 
transformed into Z=X Y, with the following truth table: 

                    Z=0 if X=Y (0 or 1), Z=1 if X Y                   (3) 

XOR logic is part of most encryption algorithms such as 
the Data Encryption System (DES), the Advanced Encryption 
System (AES), and hash functions such as SHA. XOR 
functions are adding confusion and randomization in the 
encryption process while been reversible in the decryption 
process. As part of the encryption, the data streams generated 
by the plain texts are often XORed with cryptographic keys, or 
sub-keys, then XORed again during decryption. 

XOR scramblers are used to enhance randomization in 
multicarrier communications [35]. XOR are used to generate 
scrambling sequences to achieve data randomization in a 
memory circuit, as well as enhancing random number 
generators [36-37]. Some of the important reasons for the use 
of XOR functions in cryptography are: 

 Z is not disclosing the value of X and Y: 

Z=0 can be the result of the pair 00, or the pair 11; 

Z=1 can be the result of the pair 01, or the pair 10; 

 XOR is a symmetrical function when applied twice: 

                                X  Y Y = X                          (4) 

 If two bits X and Y are random, the bit Z, defined by 
Z=X  Y, is even more random than either X or Y. 

These properties are exploited in the design of the XOR 
data compiler as presented §II. 

II. DESCRIPTION OF THE XOR COMPILER 

A. Sorting out the ternary states “X” 
The selection of the cells that are somewhat unstable, and 

referred to as ternary state “X”, are the ones that can randomly 
switch between a “0” and a “1”, and this based on the 
determination that their parameter  is either below (for a “0”), 
or above (for a “1”) of an arbitrary threshold value T1 of 
parameter  which can be the median value of the distribution. 

 
Fig. 1. Mapping of the X-cell within a memory array 

The process of selecting the X-cells is represented in Fig. 1. 
Let us assume that within the cells of the memory array the 
distribution of the physical parameter  that is used to 
determine if a cell is a “0” or a “1” is following a normal 
distribution, with a standard variation Array due to cell to cell 
variations created during manufacturing, and other instabilities. 
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Let us also assume that every time a new measurement of 
 is done on the same cell, this measurement will also follow a 

normal distribution with a standard variation Cell responding to 
various measurement instabilities, noise, and environmental 
variations. Cell should be lower than Array for commercial 
memories to be sure that “0’ and “1” are clearly defined. 

The segmentation of the cells between the one that are 
unstable, the X-cells, and the more stable ones, can be such that 
only the cells extremely close to the transition of parameter  
between “0’ and “1” can be selected. The average value Tx of 
parameter  of each X-cells should be such that: 

                         |Tx – T1|  Cell                              (5) 

This maximizes the chance of a random flip between “0s” 
and “1s”. In order to enhance the level of randomness only a 
very small percentage of the memory arrays are then selected. 
For 128 bits RNG, as much as 10,000 bits of the array could be 
required for high randomness. Considering that current secure 
micro-controllers have very large embedded memory density, 
typically in the 1 to 100 Mbits, the percentage of the array 
consumed for TRNG is extremely small. 

In the following sections of this paper we are studying how 
to enhance the randomness generated by extracting a data 
stream from the X-cell. One of the tradeoffs to model is the 
compromise between tightly selecting the X-cell around the 
threshold T1 thereby reducing the need to further reduce non-
randomness with the XOR data compiler, versus enlarging the 
selection criteria of the X-cell, and increasing the reliance on 
the XOR data compiler to get to the desired level of 
randomness. 

B. Description of the cells with ternary states 
As shown in Fig 2, the cells that are sorted as unstable with 

an “X” state can be segmented into two subgroups: 

 
Fig. 2. Sorting out the X-cell into A and B groups 

 The cells that have a higher probability to be tested as a 
“1” are called A-cells, see Fig 3. They have an average 
probability PA to be tested as “1” PA= .5+ A , and an 
average probability P’A to be a “0” P’A= .5- A; 

                              1= P’A  +  PA                                  (6) 

 The cells that have a higher probability to be tested as a 
“0” are called B-cells, see Fig 4.0. They have an 

average probability P’B to be a “0” P’B= .5+ B , and an 
average probability PB to be a “1” PB= .5- B; 

                           1= P’B  +  PB                      (7) 

The selection of the transition of parameter  between “0s” 
and “1s” can be such that the number of A-cells equal the 
number of B-cells and that PA= P’B , or A= B. 

As it is presented in §3, based on experimental data, with 
about 2% of the cell population selected as X-cell, PA and P’B 
are quite close 0.5 with A= B in the 2 10-2 range. This is far 
from the level of randomness necessary to generate quality 
TRNG, this based on NIST criteria. In the next § it is shown 
how the XOR compiler can provide additional enhancement in 
the level of randomness required to design quality TRNG. 

 
Fig. 3. A-cell with higher probability to be tested 

 
Fig. 4. B-cell with higher probability to be tested “0” 

C. Use of a XOR data compiler and ternary states 
Let us assume that the stream of numbers generated by a 

memory array with ternary states is: {a1, a2, …, ai, …an}. 

This stream has to be grouped in chunks of f bits: 

{aj1, aj2, …, aij, …, ajf} with f<n. 

For example, 1,280 random bits can be organized in 128 
chunks of 10 bits. The randomization is achieved with a XOR 
data compiler to create a stream of true random numbers, see 
Fig 5.0:                       {c1, c2, …, cj, …, cm} 
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This stream is defined as follow: 

       cj=aj1  aj2  …  aij  …  ajf and n=m.f          (8) 

Such XOR compiler can be implemented at the software 
level, or in hardware, as only a few logic gates are necessary. 
These gates can be inserted in the state machine of the memory 
device to directly feed the secure processor, and crypto-
processor with quality TRNG. Unlike other random number 
generation that are sequential (the random number i of a stream 
of N bits is often generated with the previous random numbers 
of the stream), the XOR computations can be done in parallel. 
XOR computation is a congruent modulo 2 without carry over: 

  Cj=aj1  aj2  …  ajf = (aj1  aj2 …  ajf ) mod 2       (9) 

A faster way to compute the XOR operation is to count 
how many “1s” are presents in the stream {aj1, aj2 , .., ajf}. If the 
number of “1s” in the stream is odd then cj =1, when even cj=0.   
The quantification of the effect of the XOR compiler in the 
randomization of a data stream is presented in the next §. 

 
Fig. 5. Description of the XOR compiler 

D. Probabilistic model 
The objective is to model the probabilities PC for cj, 

cj=aj1 aj2  … ajf, to be a “1”, and the variation C from 
randomness. Each of the random bits that are from the chunk 
of bits {aj1, aj2, …, ajf} are either generated from A-cells, or B-
cell. Any of these chunks are f long will have s A-cells and t B-
cells with s+t=f.  Considering that the probability to have an A-
cell, and a B-cell is equal to 0.5, the probability to have such a 
(s, t) configuration is: Cf,s / f!  with Cf,s = f!/s!(f-s)! . 

Set-0: all cells generating {aj1, aj2, …, ajf} are A-cells. 

In this case t=0, and s=f. The probability of any of the f 
cells of the stream to be a “1” is PA, and the probability to be a 
“0”is P’A. The Bernoulli formula is giving the following 
polynomial: 

1=           with       Cf, i = f!/i!(f-i)!   (10) 

 =                     Pc         (11) 

 +          P’c        (12) 

The term   of eq. (9), (10), and (11) corresponds to 
a configuration where i bits are “1s”, and f-i bits are “0”. 

When i is odd, i mod2 = 1, the resulting XOR cj =1, and PC 
is: 

     Pc =                          (13) 

When i is even, (i+1) mod2 =1, cj =0, and P’C is: 

       P’c =               (14) 

Eq. (12) and (13) can be written in a different way while 
taking into consideration whether f is even or odd. 

 If f is even, f=2k: 

PC=                        (15) 

 P’C=                       (16) 

Eq. (12) and (14) are equivalent, while eq. (13) and (15) are 
also equivalent. In this case PC < P’C and can be written as 
PC=0.5- cj with cj the deviation from pure randomness which 
is PC=0.5. It can also be written P’C=0.5+ cj . 

 If f is odd, f=2k+1: 

 PC=                          (17) 

  P’C=                 (18) 

Eq. (13) and (17) are equivalent, while eq. (14) and (18) are 
also equivalent. In this case PC> P’C and can be written as 
PC=0.5+ cj with cj the deviation from pure randomness. It can 
also be written P’C=0.5- cj . 

Set-1: {aj1, aj2, …, ajf} are generated by A-cells & B-cells 

In this case the f cells can randomly be generated by A-
cells and B-cells. The symmetry between the A-cell and the B-
cells (PA=P’B and P’A=PB) result in the following property: 

 If the chunk of bits {aj1, aj2, …, ajf} is generated by an 
even number of B-cells, the probabilities PC and P’C are 
the same as if the chunk was only generated by A-cells 
as described in 3-2-2: 

If f is even, Pc and P’C are computed with eq. (15) and 
(16); if f is odd, Pc and P’C are computed with eq. (17) and 
(18). 

 If the chunk of bits {aj1, aj2, …, ajf} is generated by an 
odd number of B-cells, the probabilities PC and P’C are 
the opposite than if the chunk was only generated by A-
cells as described by eq. (15) to eq (18): 

If f is even, Pc is (eq.(16)): PC= , and 
P’c is (eq.(15)): P’C= ; 

if f is odd, Pc is (eq.(18)): PC= , 
and P’c is (eq.(17)): P’C=  

Set-1 looks complicated, however the purpose of this 
model is to calculate the absolute deviation from perfect 
randomness, it is not really important to know if PC> P’C, or if 
P’C> PC. In all cases l cjl is the statistical deviation from pure 
randomness, regardless of PC being greater or lower than P’C. 
We are making the assumption that considering all cells as A-
cells is to simplifying the computation without reducing the 
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accuracy of model. We will verify this statement 
experimentally. 

E. Checking the model: XOR of two cells 
The simplest way to implement the method is to XOR the 

data stream two bits by two bits for the entire stream, f=2. 
There are three configurations, both cells are A-cell, one cell is 
an A-cell and the second is a B-cell, and both cells are B-cells. 

Let us choose: PA=P’B=0.52; P’A=PB=0.48; B= A=2 10-2. 

Set-0: Number of A-cells is even: two A-cells, or two B-cells. 

 The probability P’C to have cj=aj1 aj2 been a “0” is: 

     P’C =  = 0.5008  C=8 10-4                  (19) 

(two cases to get cj at “0”: {00} or {11}) 

 The probability PC to have cj=aj1 aj2 been a “1” is: 

                      PC =2 (PA P’A) = .4992                            (20) 

(two cases to get cj at “1”: {01} or {10}) 

Set-1: Number of A-cells is odd: one A-cells, and one B-cell. 

 The probability PC to have cj=aj1 aj2 been a “1” is: 

      P’C =  = 0.5008  C=8 10-4                 (21) 

(two cases to get cj at “1”: {10} or {01}) 

 The probability P’C to have cj=aj1 aj2 been a “0” is: 

                    PC =2 (PA P’A) = .4992                            (22) 

(two cases to get cj at “1”: {00} or {11}) 

 
Fig. 6. Example 2-bits XOR compiler 

Assuming that we are starting with a stream of 256 bits 
having 50% A-cells, and 50% B-cells with A=2 10-2, the 2-bit 
XOR compiler can statistically generate a stream of 128 bits 
having 50% C-cells, and 50% D-cells with C=8 10-4, see Fig. 
6.0. The C-cells are made of pairs of either AA cells or BB 
cells (Set-0). The D-cells are made of pairs of either AB cells 
or BA cells (Set-1). 

In both Set-0 and Set-1, f=2 is even. The general equations 
developed in §2-4 , eq. (15) to (18) are applicable. When the 
number of B-cell is even PC < P’C, and are reversed when the 
number of B-cell is odd PC > P’C. The level of non-randomness 

C=8 10-4 is 25 times smaller than the level of non-randomness 
before the XOR compiler, A=2 10-2. 

F. Checking the model: XOR of three cells 
In this case the data steam is XOR’ed three bits at a time 

for the entire stream, f=3. There are four configurations, all 
cells are A-cell, two cells are A-cell & one cell is B-cell, one 
cell is A-cell & two cells are B-cells, and all cells are B-cell. 

Let us choose: PA=P’B=0.52; P’A=PB=0.48; B= A=2 10-2. 

Set-0: B-cells are even: three A-cells, A-cell & two B-cells. 

 The probability PC to have cj been a “1” is: 

   PC =  = 0.500032  C=3.2 10-5         (23) 

(four cases to get cj =1: {111}, {100}, {010}, or {001}) 

 The probability P’C to have cj=0 is: 

              P’C =  = 0.499968                  (24) 

(four cases to get cj=0: {011}, {101}, {110}, or {000}) 

Set-1: B-cells are odd: Three B-cells, B-cell & two A-cells. 

 The probability P’C to have cj=0 is: 

 P’C =  = 0.500032  C=3.2 10-5       (25) 

(four cases to get cj=0: {000}, {110}, {011}, or {101}) 

 The probability PC to have cj=1 is: 

             PC =  = 0.499968                   (26) 

(four cases to get cj=1: {111}, {100}, {010}, or {001}) 

 
Fig. 7. Example of 3-bits XOR compiler 

Assuming that we are starting with a stream of 384 bits 
having 50% A-cells, and 50% B-cells with A=2 10-2, the 3-bit 
XOR compiler can statistically generate a stream of 128 bits 
having 50% C-cells, and 50% D-cells with C=3.2 10-5, see Fig. 
7.0. The C-cells are made of triplets of either AAA cells, ABB 
cells BAB cells, or BBA cells (Set-0). The D-cells are made of 
triplets of either AAB cells, ABA cells, BAA cells, or BBB 
cells (Set-1). 

In both cases, f=3 is odd. The general equations developed 
in §2-4, eq. (15) to (18) are applicable. When the number of B-
cell is even PC < P’C, and are reversed when the number of B-
cell is odd PC > P’C. The resulting level of non-randomness, 

c=3.2 10-5, is 25x25=625 times smaller than the level of non-
randomness before the XOR compiler, A=2 10-2. It is 
interesting to notice that a 3-bits XOR data compiler needs 
only 50% more starting cells than a 2-bits compiler, and is 
showing a level of non-randomness 25 times lower. 
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III. EXPERIMENTAL ANALYSIS 

A. Experimental data 
This paper is based on the study of resistive random access 

memory (ReRAM), an emerging technology that provides a 
low power alternative to flash. The cells of ReRAMs, see 
references [38-45], are based on a stack of two electrodes 
separated by a solid electrolyte. Differential voltages applied 
on these stacks can move positively charged elements such as 
oxygen vacancies or silver ions, and short the stack. 

Cu/TaOx/Pt resistive crossbar arrays have been fabricated 
on thermally oxidized Si wafers, Reference [38]. The 
Cu/TaOx/Pt switches from “0” to “1” based on the formation 
and the rupture of filaments, made of oxygen vacancies, 
bridging the dielectric between both electrodes. It exists a 
minimum Vset voltage applied across the switch, at which a 
filament is being formed. When the voltage is applied to the 
stack, the current remains low until Vset is reached, then the 
current becomes orders of magnitude higher. This effect is 
reversible, and the filaments can partially be dissolved with 
opposite voltages applied to the stack. 

The parameter  that is analyzed for the purpose of TRNG 
is the Vset of the array of these metal oxide resistive cells. The 
entire population of all cells of the array has a Vset distribution 
that is well represented by a normal distribution having a 
standard variation Array=0.5V and a median value of 2.1V . 
The repetitive measurement of the Vset of each cells is also 
well represented by a normal distribution having a standard 
distribution Cell=0.1V. 

For the purpose of random number generation, the Vset of 
each cell is measured; a cell is considered as a “0” state when 
Vset<2.1V, and a “1” state when Vset>2.1V of. The cells 
having average Vset measurements at or close to 2.1 Volt, are 
good candidates for TRNG. The five populations described 
below are subsets of the total distribution of cells of the array: 

 Case-1: Only 2% of the cells are the ternary states “X” 
which are used to generate random number. 

For these cells parameter  is very close to the transition of 
2.1 Volt. Half of the cells, the A-cells, have PA=0.52 
probabilities to be a “1”, P’A=0.48 probabilities to be a “0”, 
with A=2 10-2. The second group, the B-cells, have PB=0.48 
probabilities to be a “1”, P’B=0.52 probabilities to be a “0”, 
with B= A=2 10-2. 

 Case-2: 4% of the cells are ternary states. The 
probabilities as defined above are: 

PA=P’B=0.54; P’A=PB=0.46; B= A=4 10-2. 
 Case-3: 7% of the cells are ternary states. The 

probabilities as defined above are: 

PA=P’B=0.56; P’A=PB=0.44; B= A=6 10-2. 
 Case-4: 11% of the cells are ternary states. The 

probabilities as defined above are: 

PA=P’B=0.60; P’A=PB=0.40; B= A=1 10-1. 
 Case-5: 100% of the cells are included. The 

probabilities as defined above are: 

PA=P’B=0.90; P’A=PB=0.10; B= A=4 10-1. 
In this last case, there are no ternary states, the entire 

memory array is used to generate random numbers. 

The reason we are considering this range of options is to 
quantify the effectiveness of the XOR data compiler to 
generate a random number as a function of how tight the 
ternary state distribution is. Case-1 is the one with the highest 
initial randomness, while Case-5 is the lowest one. 

B. Analysis of the experimental data 
The probabilistic model of §II is used to analyze the five 

experimental cases presented §3-1. Table 1 and Fig. 8 the 
impact of the XOR data compiler is presented when f varies 
from 2 to 5. 

TABLE I. LEVEL OF NON-RANDOMNESS  BY EXPERIMENTAL CASE 

 

 
Fig. 8. Efficiency of the XOR data compiler 
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The first observation is the lack of efficiency of the XOR 
compiler on case-5, the one without ternary states. The lack of 
initial randomness of this case is such that the method 
presented in this paper is weak. In all other cases the XOR data 
compiler when combined with the “X” ternary states is very 
efficient. Case-1 which has the highest level of initial 
randomness, has the XOR compiler with the highest efficiency: 
with 5 XOR, C=5.12 10-8 which is a very small deviation from 
absolute randomness. 

TABLE II. PREDICTIVE MODEL FOR A GIVEN OBJECTIVE IN  

 
It is strait forward to use the model as a predictive tool. For 

example, as shown Table 2 it is possible to calculate the 
number f necessary to get C< 10-10 for Cases 1 to 4. This 
confirms that the efficiency of the XOR compiler is higher 
when combined with higher initial randomness, i.e case-1. 

IV. OTHER USES OF THE XOR DATA COMPILER 

A. Effect of physical parameter drifts 
The initial source of randomness of this TRNG is a 

physical element. This is a fundamental strength compared 
with mathematically generated pseudo RNG (PRNG) because 
mathematical algorithms can be discovered by hackers, while 
unclonable physical elements are random due to micro-
variations during manufacturing, and natural noise effect 
during measurements. 

 
Fig. 9. Flow to reduce the effect of a parameter drift 

However physical elements can vary often in a predictable 
way when subject to effects such as temperature change, 
biasing conditions, and induced attacks. For example, the value 

of the Vset of a resistive RAM goes down when subject to 
higher temperature. A hacker could submit the physical 
element to a hot air blower to increase temperature, reduce 
Vset, thereby making both A-cells and B-cells appear similar, 
with a high probability to be tested as “0”. This could result in 
much lower randomness with most cells at “0”. 

The remedy of such an attack is to make the size of the 
population of A-cells and B-cells equivalent, by adjusting the 
threshold (T2) between the “0” states, and “1” states, in the 
median point of the X-cell distribution, see Fig 9: 

 Step-1: Sorting out of the instable cells, the X-cells with 
high levels of randomness. 

The sorting is based on the value of parameter , and a 
threshold T1 which differentiates the zeros from the ones, while 
keeping track of the mapping of the “x” cells. 

 Step-2: Prior to the random number generation, all X-
cells are retested with parameter . 

 Step-3: Identification of the threshold T2 placed at the 
median of the population. By design half of the X-cells 
are below T2, and half are above T2. 

 Step-4: Program the X-cells, “0” below T2, and “1” 
above T2. 

 Step-5: Extract the corresponding data stream, and use 
the XOR compiler to enhance the randomness of the 
data stream to generate the TRNG. 

With this method the raw data stream generated by the 
memory array and the X-cell has a population with equal 
numbers of A-cells and B-cells, and this in spite of a potential 
drift in temperature caused by the hot air blower of the hacker. 
The integrity of the TRNG is thereby protected. The parameter 

 can drift when subjected to many effects such as voltage and 
current bias, noise, and electromagnetic interferences. The 
method described Fig. 9.0 should be effective for these various 
drifts of parameter . 

B. Generalization of the TRNG design 
In this paper it is suggested that the TRNG can be 

generated by a PUF based memory array that can concurrently 
generate CRPs. The method is applicable to any memory 
device as long as it is possible to identify a parameter  that 
can be tested to sort out the cells, and identify enough unstable 
X-cells. The algorithm presented Fig. 9.0 is generic, and 
applicable to the following examples: 

 Flash or EEPROM memory: parameter  could be the 
time to charge the floating gate to get a particular 
threshold voltage of each flash cell, or the trans-
conductance of the cell after programming. 

 DRAM memory: parameter could be the 
measurement of the residual charge left in a cell after 
constant discharging time. 

 ReRAM memory: In addition of the Vset as presented 
in this paper, parameter  could be the Vreset 
(threshold voltage to erase the cells), Roff (resistivity on 
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the high resistance state), or Ron (resistivity on the low 
resistivity state). 

 SRAM memory: TRNG based on the X-cells that are 
not consistently switching as a clear 0 or a clear 1. 

As presented in Fig 10 the method can be generalized to 
any data stream based on random physical component, and a 
parameter . 

 
Fig. 10. Generalization of the concept to any data stream 

If the physical component generates a data stream with a 
deviation from absolute randomness in, it is possible to model 
the size f of XOR, as described §II, to meet a particular out 
objective. 

V. PLANNED FUTURE WORK 
Improved statistical model 

The experimental measurements of the ReRAM samples 
presented in this paper produced a distribution of Vset that can 
be appropriately described by a normal distribution. The model 
developed assumes that the initial random number generated 
from the X-cells can be separated with symmetrically 
distributed A-cells and B-cells. We are currently studying other 
statistical distributions beside the normal one, together with 
more sophisticated segmentation of the X-cells. We are not 
anticipating that these improved statistical models will 
significantly deviate from the one we presented in this paper 
with tight X-cells distribution, i.e. when only X-cell close to 
the median distribution are selected, however the deviations 
could be important for wider distribution of the X-cells away 
from the median. 

Hardware implementation with a PUF 

We are developing a prototype to study various ReRAM 
arrays with a state machine designed with field programmable 
gate arrays (FPGA) that will automatically extract large 
quantities of PUF CRPs and TRNG from the memory arrays. 
The XOR data compiler is included in the design of the FPGA. 
We intend to use the prototype to further validate our statistical 
models, and to leverage the tools developed by NIST that are 
available online to quantify the entropy, and the level of 
randomness of the TRNGs. The prototype should have the 
built-in flexibility to allow us to analyze multiple types of 
memory arrays, with different methods of fabrication. We are 
interested to optimize the properties of the TRNG while 

reducing CRP error rates, and developing cryptographic 
protocols that leverage the randomness of PUFs. 

VI. SUMMARY AND CONCLUSION 
The value of combining a XOR data compiler with a 

memory based PUF using ternary states to generate true 
random numbers has been confirmed. We noticed that the 
XOR data compiler is not effective when the initial data stream 
is not random. 

Based on a normal distribution of parameter , the 
proposed statistical model can quantify the deviation from pure 
randomness of the TRNGs. It is possible to calculate f, the 
length of the XOR, to reach a desired level of non-randomness 

C, as a function of the level of non-randomness A of the 
incoming data stream extracted from the physical element. 

An algorithm was suggested to handle the drift of 
parameter , when subject to effects such as the ones due to 
temperature changes. As a result, it is expected that parameter 
drifts should not degrade the quality of the TRNGs. 

The proposed XOR data compiler is strait forward to 
implement both in software, and in hardware, with a high level 
of parallelism that can generate a random number in a few 
clock cycles. In order to further accelerate the process to 
generate fresh random numbers on demand, the X-cells can be 
tested in advance, and the data can be stored in the memory. 
The read time of a ReRAM is typically 10ns/bit, so we believe 
that the generation of the TRNG has the potential to be done at 
a rate of 100Mbit/s. Characterizing the data rate of the TRNG 
will be part of the planned future work described §V. 

One of the key objective of this study has been to develop 
cryptographic primitives to secure the Internet of Things (IoT). 
The implementation of affordable cryptographic protocols 
securing IoTs can benefit from the ease of use of PUFs which 
can reduce the complexity of key distribution. TRNGs are 
essentials for the IoTs to encrypt challenges, responses, and 
other cryptographic keys. We are convinced that the solution of 
a XOR data compiler leveraging mainstream embedded 
memories of IoTs is practical, and only requires light resources 
to be implemented. 

The method described in this paper can also be used in the 
study of swarm dynamics by generating true random noises 
[46], and other similar applications requiring TRNG. 
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