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SUMMARY:

The following document will provide details on the process of submitting and reviewing a Grand Master
Key Initiation Request within ServiceNow.

Building Access Services (BAS):

e Repairs and maintains campus locks and produces keys for all locks on campus. Changing locks
or re-keying lock systems for security reasons (i.e., lost or stolen keys) and special equipment
locking devices are chargeable to your department.

e Services ADA access door operators as routine maintenance.

e Provides safe and vault service.

e Installs computer and office equipment security devices.

e Provides security consulting for all campus departments.

e BAS Key Control Policy (revised Feb. 20, 2026).

SERVICENOW PROCESSES:

After reviewing this document, the user will have an understanding on:

e Submitting a Grand Master Key Request through ServiceNow
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https://in.nau.edu/university-policy-library/wp-content/uploads/sites/395/Key-Control-EXISTING.pdf
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1. Submitting a Grand Master Key Request

This section demonstrates how to submit a Grand Master Key Request through the ServiceNow
Portal.

(*) Required Field

Submitter Information Section: (*)

Step 1: Click on the link below. Even if submitter is on campus, you must be logged in within VPN

Grand Master Key Request Form

Once CAS authentication credentials are complete, the following page will appear.

The submitter information will populate based on the CAS credentials

Grand Master Key Request

* Indicates required

Submitter Information

bmitter Emp Submitter Department

Grand Master Key Request v

* Indicates required

Submitter Information

submitter Emp k F
1234567 Lumberjack Department

Submitter User ID T
abc123 Mascot
Submitter Name Submitter Supervisor
9 Louie Lumberjack ’ John Doe
Servic Louie.Lumberjack@nau.edu 555-123-1234 6



https://servicenow.nau.edu/esc?id=sc_cat_item&sys_id=5c22a1f23b024f90a1fc130c95e45a11

Step 2: Read ATTENTION and select the “I confirm that....” Terms. (¥)

ATTENTION: ABOR and NAU require background and fingerprint checks be completed and cleared prior to access to GM Keys. Security Verified by CaPCOT Employee Services Phone: 928-

523-3639
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[] *1confirm that background and fingerprint checks have been completed and cleared prior to this request for Grand Master Keys. Attached is the email notification from NAU HR

confirming both.

N Z

vV

* | confirm that background and fingerprint checks have been completed and cleared prior to this request for Grand Master Keys. Attached is the email notification from NAU HR

confirming both.

Background and Fingerprint Check Attachment Section:

Step 3: Follow and complete the Background and Fingerprint Check Attachment instructions (*)

Instructions to attach email notification from outlook:
1. Locate the Appropriate email

2. Select File

3. Select Save As

4, Ensure the email is saved as a ".msg" file type

5. Upload

Background and Fingerprint Check Attachment

* Attach Email Motification from NAU HR
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Employee Information Section: (*)

Step 4: Within the Employee Information Section:

4A) Select Same as Submitter

OR

4B) Use the Employee you are requesting a Grand Master Key for Lookup

4A) Select Same as Submitter

Employee Information

Same as Submitter

4

Employee Information
Same as Submitter

4B) Use the Employee you are requesting a Grand Master Key for Lookup

Page |6

Jane Doe abc123

John Doe xyz123

001234567
003312345
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Request Information Section: (*)

Complete the following section.
Step 5) Reason/Need for GM Keys:

e To service the building
e To provide escort
e Other

Request Information
* Reason/Need for GM Keys

‘ -- Mone -

To service the building

To provide escort

Other

ServiceNow Grand Master Key Request Form
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Step 6A) Specific areas that the employee needs access
If the following are selected:
e To service the building

e To provide escort

Complete the following fields

* Specific areas that the employee needs access

* additional Comments

Step 6B) Specific areas that the employee needs access
If the following are selected:

e Other

Complete the following fields

* Describe Reason/Need for GM Keys

* specific areas that the employee needs access

* additional Comments

ServiceNow Grand Master Key Request Form
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Key Information Section: (*)

ATTENTION: NO MASTER KEYS MAY BE TAKEN OFF CAMPUS AT ANY TIME. While not in use,
these keys must be secured in an approved key box or trap

Complete the following section.

Step 7) Select Building Type from list

* Building Type

| -- Mone --

Academic

Housing

Both

E-Signature Section: (*)

BAS Policies and Procedures can be found through nau.edu/fs

**When you are leaving your position, please contact Access Services so they may pick up the set of
keys, including release key and cores*

Step 8) Click the following checkbox and select “Submit”

[] *By clicking this checkbox I am confirming that | approve this key request.

Signature Date

* By clicking this checkbaox | am confirming that | approve this key request.

Signature Date

‘ 2026-08-26

ServiceNow Grand Master Key Request Form September 2, 2026
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EXAMPLE OF BLANK GRAND MASTER KEY REQUEST FORM:

Grand Master Key Request

Submitter Department

Submitter User ID Submitter Title

Submitter Email * Submitter Phone Number

ATTENTION: ABOR and NAU require background and fingerprint checks be completed and cleared prior to access to GM Keys. Security Verified by CaPCOT Employee Services Phone: 928-
523-3639

[C] *1confirm that background and fingarprint checks have been completed and cleared prior to this request for Grand Master Keys. Attached is the email notification from NAU HR
confirming both.

Instructions to attach email notification from outlook:
1. Locate the Appropriate email

2. Select File

3. Select Save As

4, Ensure the email is saved as a ".msg" file type

5. Upload

Background and Fingerprint Check Attachment
* Attach Email Notification fram NAU HR
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Employee Information
D Same as Submitter

* Employee you are requesting a Grand Master Key for

l

Employes EmpliD Employes Title
Employes Email Employes Phone Number
Employes Department * Perzonal Phane Mumber

l | | l

Request Information
* Reason/Meed for GM Keys

—None— | . l

* Specific areas that the employee needs access

* additional Comments

Key Information
ATTENTION: NO MASTER KEYS MAY BE TAKEN OFF CAMPUS AT ANY TIME. While not in use, these keys must be secured in an approved key box or trap

* Building Type

—None— | . l

E-Signature

BAS Policies and Procedures can be found through nau.edu/fs

**When you are leaving your position, pleaze contact Access Services so they may pick up the set of keys, including relzaze key and cores®

D * By clicking this checkbax | am confirming that | approve this key request.

Signature Date

Required information

| confirm that background and fingerprint checks have been completed and cleared pri

Attach Email Wotification from NAU HR ] Employee you are requesting s Grand Master Key for Renson/Meed for GM Keys || Specific areas that the emplayee needs access
Ey dicking this checkbox | am confirming that | approve this key request.

to this request for Grand Master Keys. Attached is the email notification from MAU HR confirming both.
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2. Example Emails within Lifecycle of Request
This section details email notifications within the lifecycle of the request

2A — INTIAL EMAIL SENT TO REQUESTOR ONCE SUBMISSION HAS BEEN SUCCESSFUL
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NA NORTHERN ARIZONA
UNIVERSITY

View In the porta

Description: [he following helds have deen oroeded

Subevitter Department: 15 Pan/irglerent & B4 S0us

Sueritter Tithe: Entespr e Bun Arulyst Load

Sudmitter Phone Number: + 2

Nl ot DackZround ad Fnger prat Cwecks Rpee been completad and Ceand prioe 8o 185 regques” for Crand Master Keys. Atached s e aval
COPPrmIng Dothy e

Attach Emad Notification from NAU HR. Hazard Emal~ag
Same s Submitter: Vs
Emgloyee you e reguestng 3 Geand Master Ky for Mugs Nies
Emgloyee EmpiiD
Empioyee Emai
Emgiowee Department: TS Pantrglement & B4 Sowcs
Emgioyee Title: Entesorise Bus Arulyst Lead
Emoionee PROne Nwber 4
Employee EmpliD
Employee Email: *
Employee Department: ITS Plan/Implement & Ed Srvcs
Employee Title: Enterprise Bus Analyst, Lead
Employee Phone Numbesr: 4
Personal Phone Number
Reason/Need for GM Keys: To service the building
Specific areas that the employee needs access: Testing
Additional Comments: elety
Building Type: Academic
By clicking this checkbox | am confirming that | approve this key request: Yes

Signature Date: 2026-08-10

YWCason Som NAL HR
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2C - FINAL EMAIL SENT TO SUBMITTER — REQUEST “APPROVED OR REJECTED”

The following email is sent to the submitter once their request has been reviewed and Approved or
Rejected by the reviewer.

NOTE: If approved, Lockshop will receive the approval email notification

IN/A

Grand Master Key Request for | : has been approved.

NORTHERN ARIZONA
UNIVERSITY

NA NORTHERN ARIZONA
UNIVERSITY

CSOO02291 has been dosed If the issue IS not resoived, please create 3 néw Case and do not reply 1o this el

View In the porta
Resolution code

Resolution notes

Resolved: 20260810 02:5705 PM MST
Resolved by

Closed: 2026-08-10 02:5705 PM MST
Closed by

Description: Description: The following fiekds have been provided
Submitter Empd 10 €

Submitter User 1D

Submitter Name:

Submitter Emas

Submitter Degartment; ITS Plan/implement & Ed Srves

Submitter Title: Enterprise Bus Analyst, Lead

Submitter Supervisor

Submitter Phone Number

confirm that background and fingerprint checks have been completed and Cleared prior 1o this request for Grand Master Keys. Attached & the emall notification from NAL HR

confirering botrr Yes
Artach Emadl Notification from NAL HR: Hazaed Email msg
Same as Submitter: Yes
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